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SECTION ONE: INTRODUCTION 

1.1) Information governance is a legal framework which is made up of a set of 

requirements, standards and best practices to ensure compliance with the law when 

using and sharing information. 

  

1.2) The framework involves legislation and guidance including: 

 Data Protection Act (DP) 1998* 

 Freedom of Information (FOI) Act 2000  

 Implementation of government guidance 

 Monitoring and improvement 

*The EU General Data Protection Regulation (GDPR) is new EU legislation 

coming into effect on 25 May 2018.  It will replace all data protection 

legislation in EU member states including the UK’s Data Protection Act 

1988, without the need for further national legislation, and organisations 

will need to be compliant by that date.  Brexit will not affect the UK 

implementation of the GDPR. 

1.3) Information governance is designed to deal with issues such as confidentiality, 

privacy, data security, consent, disclosure and access to records. 

  

1.4) It is everybody's business and responsibility to know how Information Governance 

affects their role and to put this into practice. 

 

1.5) The Information Commissioner's office is the UK's independent body responsible for 

upholding information rights in the public interest, promoting openness by public 

bodies and data privacy for individuals. It monitors the Data Protection Act 1998, the 

Freedom of Information Act 2000 and the Environmental Information Regulations 

2004 and, makes sure that organisations fulfil their legal responsibilities under the 

Acts. 

 

1.6) This toolkit is designed to provide very clear policies and procedures to ensure Five 

Rivers Multi Academy Trust and its academies are fully compliant with the law and 

with guidance specific to the education sector. 

 

1.7) Adherence to all aspects of this policy is mandatory for all staff. 

 

1.8) The Principal / Head of School is responsible for providing generic training to all staff 

on information governance.  

 

1.9) The Principal / Head of School is responsible for providing specific training to groups 

of staff to whom sections of this toolkit are more relevant. 

 

1.10) This toolkit has been produced with reference to the Information Management Toolkit 

for Schools (IRMS, February 2016). It will be reviewed annually in light of new 

guidance issued by the Information Commissioners Office (ICO).   
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SECTION TWO: DATA PROTECTION POLICY 

Introduction  
 
2.1)  The Five Rivers Multi Academy Trust and the academies within it collect and use 

personal data and information about staff, pupils, parents and other individuals who 
come into contact with the Trust/ academies. This data/information is gathered in 
order to enable it to provide education and other associated functions. In addition, 
there may be a legal requirement to collect and use data/information to ensure that 
the Trust/academies comply with their statutory obligations. 

 
2.2)  Academies/Trusts have a duty to be registered as Data Controllers with the 

Information Commissioner’s Office (ICO), detailing the data/information held and its 
use. These details are then available on the ICO’s website. Academies also have a 
duty to issue a Fair Processing Notice/Privacy Notice to all pupils/parents.  This 
summarises the data and information held on pupils, why it is held and the other 
parties to whom it may be passed on. 

 
2.3)  The policy refers to all data collected and all information derived from the data. 
 
 
Purpose 
 
2.4)  This policy is intended to ensure that personal data and information is dealt with 

correctly and securely and in accordance with the Data Protection Act 1998, and 
other related legislation. It will apply to data/information regardless of the way it is 
collected, used, recorded, stored and destroyed, and irrespective of whether it is held 
in paper files or electronically. 

 
2.5)  All staff involved with the collection, processing and disclosure of personal data will 

be aware of their duties and responsibilities by adhering to these guidelines.  
 
 
What is Personal Information? 
2.6)  Personal information is defined as data which relates to a living individual who can be 

identified from that data, or other information held. 
 
 
Data Protection Principles 
2.7)  The Data Protection Act 1998 establishes eight enforceable principles that must be  

adhered to at all times: 
 

1. Personal data shall be processed fairly and lawfully and in a transparent manner 
in relation to individuals; 

2. Personal data shall be obtained only for one or more specified, explicit and lawful 
purposes and not further processed in a manner that is incompatible with those 
purposes; 

3. Personal data shall be adequate, relevant and not excessive, limited to what is 
necessary in relation to the purposes for which it is processed; 

4. Personal data shall be accurate and where necessary, kept up to date;  



   
  Version 4 

 

 

5 
 

 

 

  

 

5. Personal data processed for any purpose shall not be kept for longer than is 
necessary for that purpose or those purposes;  

6. Personal data shall be processed in accordance with the rights of data subjects 
under the Data Protection Act 1998; 

7. Personal data shall be kept secure i.e. protected by an appropriate degree of  
security, including protection against unauthorised or unlawful processing and 
against accidental loss, destruction or damage, using appropriate technical or 
organisational measures; 

8. Personal data shall not be transferred to a country or territory outside the 
European Economic Area, unless that country or territory ensures an adequate 
level of data protection. 
 
Accountability and governance will be a significant addition to the legislation 
when the GDPR comes into force: the data controller ‘shall be responsible for, 
and be able to demonstrate, compliance with the principles ’. 

 
 
General Statement 
 
2.8)  The Trust and its academies are committed to maintaining the above principles at all 

times. 
 
Therefore the Trust and its academies will: 
 

 Inform individuals why the data/information is being collected when it is collected. 
This will take the form of Privacy Notices (one for staff and one for pupils / 
parents) which are to be displayed on the academy (and Trust) website – these 
are contained within this toolkit at the end of Section Two. 

 Ensure that verifiable consent is given from individuals for their data to be 
processed (this must be opt-in – silence, pre-ticked boxes or inactivity do not 
constitute consent).  A record must be kept of how and when consent was given.  
Individuals have a right to withdraw consent at any time. 

 Inform individuals when their data or information is shared, and why and with 
whom it was shared; 

 Check the quality and the accuracy of the data/information it holds Individuals 
have a right to rectification of personal data if it is inaccurate or incomplete.  If 
the data has already been disclosed to a third party, they must also be advised 
of the rectification where possible; 

 Ensure that data/information is not retained for longer than is necessary; 

 Ensure that when obsolete data/information is destroyed that it is done so 
appropriately and securely; 

 Ensure that clear and robust safeguards are in place to protect personal data / 
information from loss, theft and unauthorised disclosure, irrespective of the 
format in which it is recorded; 

 Share data/information with others only when it is legally appropriate to do so;  

 Set out procedures to ensure compliance with the duty to respond to requests for 
access to personal data/information, known as Subject Access Requests 
(section 5); 

 Ensure our staff are aware of and understand our policies and procedures. 
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 Maintain minimum standards for creation of paper or electronic records and 
establish procedures to ensure that there is a legitimate purpose for using 
personal data prior to collecting it. 

 Establish procedures and guidelines for staff to ensure new records are titled 
and indexed in a way that allows efficient management, retrieval and disposal.  

 
 
Outsourcing 
 
2.9)  Should any personal data be outsourced for processing, the Trust will ensure that a 

contractor is chosen which provides sufficient guarantees about how it will protect the 
data, and will ensure that written and enforceable contracts are in  place setting out 
information security conditions. Consideration will also be given to whether 
outsourcing involves the transfer of data overseas, and if so the Trust will ensure that 
the recipient will provide adequate protection. 

 
 
 
Privacy Impact Assessments 
 
2.10)  The Trust will build in privacy considerations at the start of all new projects or 

initiatives that involve the processing of personal data. Privacy impact assessments 
will be undertaken during the development, testing and delivery stages, and 
supporting guidelines for staff will be implemented. 

 
2.10.1) Principals / Heads of School are responsible for ensuring that Privacy Impact 

Assessments are carried out during the development, testing and delivery stages of 
any new academy level project.  

 
2.10.2) The PA to the CEO/DBS is responsible for ensuring that Privacy Impact 

Assessments are carried during the development, testing and delivery stages of any 
new trust wide or trustee level project.  

 
2.10.3) The template for the Privacy Impact Assessment is at the end of this section. 
 
 
Complaints 
2.11)  Complaints will be dealt with in accordance with the Trust’s / academy’s complaints 

policy. Complaints relating to data/information handling may be referred to the 
Information Commissioner (the statutory regulator). 

 
 
Appendices: 
 
Appendix 1: Privacy Notice to Pupils and Parents (Principals / Heads of School are 
responsible for ensuring this is displayed on the academy website and handed to new 
parents upon induction) 
 
Appendix 2: Privacy Notice to Staff (Principals / Heads of School are responsible for 
ensuring this is disseminated to all staff members including new staff at the point of 
induction) 
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Appendix 3: Privacy Impact Assessment Guidance and Templates (The Director of 
Business Strategy, Principals and Heads of School are responsible for completing these 
during the development, testing and delivery stages of any new project.   
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Privacy Notice: 
 
Notice to pupils and parents  
 
Data Protection Act 1998: How we use pupil information 
 
We, Five Rivers Multi Academy Trust (accountable body for the academies within Five Rivers MAT), 
are a data controller for the purposes of the Data Protection Act.  
 
We collect information from you and may receive information about you from your previous school 
and the Learning Records Service. We hold this personal data and use it to: 
 

 Support your teaching and learning; 
 Monitor and report on your progress; 

 Provide appropriate pastoral care; and 
 Assess how well your school is doing.  

 
This information includes your contact details, national curriculum assessment results, attendance 
information [1] and personal characteristics such as your ethnic group, any special educational needs 
and relevant medical information.  
 
We will not give information about you to anyone outside the school without your consent unless the 
law and our rules allow us to. If we require any further information about you or your parent (s), we will 
explain the reason for this, tell you who we are sharing it with (if applicable) and we will ask you (or 
your parent) to sign a consent form before any information is used or shared. Once we have used 
your information for the purpose intended we will destroy this information swiftly and securely. 
 
We are required, by law, to pass some information about our pupils to the Department for Education 
(DfE). This information will, in turn, then be made available for use by the LA. DfE may also share 
pupil level personal data that we supply to them, with third parties. This will only take place where 
legislation allows it to do so and it is in compliance with the Data Protection Act 1998.  
 
Decisions on whether DfE releases this personal data to third parties are subject to a robust approval 
process and are based on a detailed assessment of who is requesting the data, the purpose for which 
it is required, the level and sensitivity of data requested and the arrangements in place to store and 
handle the data. To be granted access to pupil level data, requestors must comply with strict terms 
and conditions covering the confidentiality and handling of data, security arrangements and retention 
and use of the data. 
 
For more information on how this sharing process works, please visit: 
https://www.gov.uk/guidance/national-pupil-database-apply-for-a-data-extract For information on 
which third party organisations (and for which project) pupil level data has been provided to, please 
visit: https://www.gov.uk/government/publications/national-pupil-database-requests-received 
 
If you need more information about how the local authority and/or DfE collect and use your 
information, please visit: 

 your local authority at https://www.sheffield.gov.uk; or  

 the DfE website at https://www.gov.uk/data-protection-how-we-collect-and-share-research-
data 

 
You have the right to complain to the Information Commissioner’s Office (ICO) if you believe that 
there is a problem with the way in which your data is being handled: https://ico.org.uk/ 
 
If you want to receive a copy of the information about you that we hold, please contact the 
Principal/Head of School of your Academy. 

Appendix 1 

https://www.gov.uk/guidance/national-pupil-database-apply-for-a-data-extract
https://www.gov.uk/government/publications/national-pupil-database-requests-received
https://www.sheffield.gov.uk/
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
https://ico.org.uk/
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Privacy Notice: 

Notice to staff of Five Rivers Multi Academy Trust 

(Staff at individual academies and FRMAT centrally employed staff)  

The Data Protection Act 1998: How we use your information  

We process personal data relating to those we employ to work at, or otherwise engage to work in our 
academies. This is for employment purposes to assist in the running of the academy and/or to enable 

individuals to be paid. The collection of this information will benefit both national and local users by: 

 improving the management of workforce data across the sector; 

 enabling development of a comprehensive picture of the workforce and how it is deployed;  
 informing the development of recruitment and retention policies; 
 allowing better financial modelling and planning; 
 enabling ethnicity and disability monitoring; and 
 supporting the work of the School Teachers’ Review Body.  

 

This personal data includes identifiers such as names and National Insurance numbers and 

characteristics such as ethnic group, employment contracts and remuneration details, qualifications 
and absence information. 

For information about data retention periods please refer to the Retention Schedule, Section 2 (HR).  
This may be found in section 3.6 of the Information Governance Toolkit.  

We will not share information about you with third parties without your consent unless the law allows 
us to.  

We are required, by law, to pass on some of this personal data to: 

 the Department for Education (DfE) 
 

If you require more information about how we and/or DfE store and use your personal data please 

visit: 

 your local authority website: https://www.sheffield.gov.uk 
 https://www.gov.uk/data-protection-how-we-collect-and-share-research-data  

 

You have the right to complain to the Information Commissioner’s Office (ICO) if you believe that 
there is a problem with the way in which your data is being handled: https://ico.org.uk/ 

 
If you want to see a copy of information about you that we hold, please contact the Principal/Head of 
School of your Academy. 
 
 
 
 
 
 
 
 
 

  

Appendix 2 

https://www.sheffield.gov.uk/
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
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Privacy Impact Assessments - Guidance 

 

Definition of Privacy 

Privacy, broadly speaking, is the right to be left alone, or freedom from interference or 
intrusion. Examples of types of privacy are as follows: 

a) data or information privacy – these are rights covered by the Data Protection Act. 
Individuals have rights in relation to the personal data which is held and processed 
about them by organisations. 

b) privacy of the person in particular, for example having the right to privacy in a toilet 
cubicle or other private space. 

c) privacy of personal behaviour, for example where surveillance (CCTV, for instance) or 
monitoring is involved. 

d) privacy in communications, for example bugging of telephones and monitoring  of 
telephones and emails. 

The Human Rights Act guarantees a right to respect for private life which can only be 
interfered with when it is necessary to meet a legitimate social need. 

 

Introduction 

Loss of privacy is a risk, so a Privacy Impact Assessment (PIA) should be built into project 
management processes and risk management processes. It enables problems to be dealt 
with at an early stage, by identifying and minimising privacy risks.  

Benefits of conducting a PIA include: 

 reassurance for the individual and the organisation 

 procedures are simplified 

 the organisation collects less data 

 costs are lowered 

 awareness of privacy and data protection issues are raised. 

 

Step 1 – Identify the need for a PIA 

A PIA should be considered for any of the following: 

 New projects / plans / proposals 

 New administrative systems with privacy implications 

 Outsourcing a system 

 New technology/ new methods of electronic communications 

 New IT systems 

 Sharing of personal data with other bodies 

 Surveys 
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 New or different use of personal data 

 New policies, or statutory duties 

 Whenever there is a potential for damage or distress to individuals.  

Any member of staff who is considering one of the above should initially answer these 
screening questions:  

 

 Yes No 

1. Will the project involve the collection of new information about 
individuals? 

  

2. Will the project compel individuals to provide information about 
themselves? 

  

3. Will information about individuals be disclosed to organisations or 
people who have not previously had routine access to the 
information? 

  

4. Will the information about individuals be used for a purpose for 
which it is not currently used, or in a way it is not currently used? 

  

5. Would the individuals concerned have a reasonable expectation 
that the information about them wouldn’t be used in this way?  
i.e. it would be an unexpected use. 

  

6. Does the project involve new technology which might be 
perceived as being privacy intrusive?  

  

7. Will the project result in decisions or action being taken against 
individuals in ways which can have a significant impact on them? 

  

8. Is the information about individuals of a kind particularly likely to 
raise privacy concerns or expectations? For example, is it 
sensitive personal information, or information that people would 
consider to be particularly private? 

  

9. It is not possible or feasible for individuals to opt out of the system.   

10. It is not possible or feasible to ask individuals to give consent to 
the system. 

  

11. Will the project require individuals to be contacted in ways which 
they may find intrusive? 

  

12. The impact on privacy may be disproportionate to the outcomes 
which will be achieved by the project. Is this the case?  

  

 

If the answer to any of these is Yes, then the PIA should be conducted – go to the FRMAT 
template PIA form and fill it in, using the guidance following here. 
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Step 2 - Describe information flows or procedures 

A full understanding of how information will be used is needed. Consider the following:  

 Has the purpose of the project / process been identified? What is it intending to 
achieve? 

 How will information be obtained, used and retained? It is important at this early stage 
to identify all of the purposes for which the information might be used in the future.  

 If new software is being procured does it allow the amending, deleting and archiving of 
data when necessary? 

 If the project involves marketing, is there a procedure for individuals to opt out of their 
information being used for that purpose? 

 How will the accuracy of the personal data to be obtained from individuals or other 
organisations be ensured? 

 If transfers of data will be made to other people or bodies, how will the data be 
adequately protected? 

 Will the project require data to be transferred outside of the EEA? (This includes 
potentially placing data on the internet or in the cloud.) If so, how will this be managed? 

 How many individuals will be affected? 

 How will individuals be told about the use of their personal data? 

 What are those individuals’ reasonable expectations with regards to the data? 

 Does the Trust need to amend its privacy notices? 

 If consent is being relied on to process personal data, how will this be collected and 
what will happen if it is withheld or withdrawn? 

 

Step 3 - Identify the privacy risks 

Consider what are the risks to individuals and the Trust. The more intrusion into a person’s 
privacy there is, the higher is the risk of impact, or risk of harm. 

Risk arises through personal information being: 

 inaccurate, insufficient or out of date 

 excessive or irrelevant 

 kept for too long 
 disclosed to those who the person it is about does not want to have it 

 used in ways that are unacceptable to or unexpected by the person it is about 

 not kept securely 

 transferred outside the European Economic Area or placed on the internet or in the 
cloud. 

 

Harms for individuals could include: 

 financial loss 
 losing a job 

 risks to physical safety 

 damage to personal relationships and social standing 

 identity theft 
 loss of personal autonomy or dignity 

 excessive surveillance 
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 legal action 

 distress, including fear of all of the above. 

 

Harms for the organisation include: 

 financial damage 

 risk of fines, or other legal action 
 reputational damage 

 loss of business 

 failure of the project or deterioration or changes to the aims of the project. 

 

Step 4 – Solutions to the identified risks 

Changes to the project / process should be considered at this stage, in order to devise ways 

to reduce the risks. It is possible that the conclusion will be reached that some risks are 

necessary. It might be that some risks are not acceptable, and will need to be eliminated. In 

order to decide whether risks need to be eliminated, or reduced, or accepted, the project 
outcomes need to be balanced against the impact on individuals. Consider the following:  

 Is it necessary to collect or process all the pieces of information originally included in the 
plan, without compromising the needs of the project? 

 Think about the retention period of the data and how it will be destroyed. 
 Think what security measures will be put in place. Does the new system provide 

adequate protection against security risks? 

 Train staff where necessary so that they can operate the new system or manage the 
new process satisfactorily and securely. 

 Anonymise  data where possible. 

 Provide guidance for staff where necessary. 

 Make data subjects aware of the data collection. 

 If the project involves marketing, include a procedure for individuals to opt out of their 
information being used for that purpose. 

 Make sure that agreements / contracts are in place with external data controllers or 
processors. This includes data sharing agreements where applicable.  

 Is an update of the Trust’s entry in the register of data controllers necessary (where 
new purposes for processing personal data have been identified)? Contact the Trust’s 
Chief Operating Officer (the CEO) for advice. 

 

Steps 2 - 4 – During all of these steps, consult with internal and external stakeholders 
as needed throughout the process 

These people could include: 

 The project team 

 The Trust’s Information Officer (Director of Business Strategy)  

 Staff with a responsibility for risk management 

 The designers of the project / system 
 IT staff 

 Procurement staff 
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 Staff with a responsibility for communications 

 Users of the system, both internal and external 
 Senior management 

 

Step 5 - Sign off and record 

The PIA should be signed off by the relevant person, and integrated into the project plan. If 

the risk is not high, the relevant Project Manager may sign off. A Privacy Impact team made 

up of the Information Officer, the Risk Manager, and the Chief Operating Officer should sign 

off projects of medium or high risk. The PIA should be kept as a record, and a log of 
Assessments will be kept by the Chief Operating Officer. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



   
  Version 4 

 

 

15 
 

 

 

  

 

Privacy Impact Assessment Template 
 
 
Privacy is the right to be left alone, or freedom from interference or intrusion.  
 
Assessments into the risk of a loss of privacy for individuals should be made by staff in 
certain circumstances, such as the following:  

 New projects / plans / proposals 

 New administrative systems with privacy implications 
 Outsourcing a system 

 New methods of electronic communications 

 New IT systems 
 Sharing of personal data with other bodies 

 Surveys 

 New or different use of personal data 

 New policies, or statutory duties 
 Whenever there is a potential for damage or distress to individuals 

 
 
Name / brief description of Project: ___________________________________________ 
 
 

1. Information flows or procedures 

1.1 What are the aims of the project / the purposes for collecting the data? 
 
 
 
1.2 How will the data / information be obtained, used and retained? 

1.2.1 Where is the information coming from? 
 
 

1.2.2 If new software, can data be amended / deleted / archived if necessary? 
 
 
1.2.3 If marketing, can individuals opt out? If not, why not? 

 
 

1.2.4 How will the accuracy of the data be ensured? 
 
 

1.2.5 How will transfers of data to other people or bodies be managed?  
 
 
1.2.6 Will the project require data to be transferred outside the EEA? Placed online or in 
the cloud? If so, how will this be managed? 

 
1.2.7 How many individuals will be affected by the project? 
 
 

Appendix 3B 
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1.2.8 How will individuals be told about the use of their personal data? 

 
 

 

2. Privacy risks  

 Description of risk Assessment of 
likelihood / impact of 
risk – 
Low/Medium/High 

Risk 1  
 

 

Risk 2  
 

 

Risk 3  
 

 

Risk 4  
 

 

Risk 5  
 

 

 

3. Solutions to the identified risks 

Consider the following: 

 Reduction of data collected 

 Retention period 

 Destruction of data 
 Security measures 

 Staff training and guidance on the system 

 Anonymisation of data 

 Data subject awareness / opt out 
 Agreements / contracts in place with external data controllers or processors, including 

data sharing agreements 

 Consult with internal / external stakeholders 

 

 Solution / partial solution to risk 

Risk 1  
 

Risk 2  
 

Risk 3  
 

Risk 4  
 

Risk 5  
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Name: 
 
Role: 
 
Date: 
 
Signed off by: 
 
(if necessary please refer to Privacy Impact Assessment Guidance) 
 
Date: 
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SECTION THREE: RECORDS MANAGEMENT, 
RETENTION & DISPOSAL 
 
 
3.1)  Introduction 
 
3.1.1)   Five Rivers Multi Academy Trust recognises that by efficiently managing its 

records, it will be able to comply with its legal and regulatory obligations and to 
contribute to the effective overall management of the Trust.  

 
3.1.2)  Records provide evidence for protecting the legal rights and interests of the Trust 

and provide evidence for demonstrating performance and accountability. This 
document provides the policy framework through which th3 effective 
management can be achieved and audited.  

 
3.1.3)   This policy has been developed in line with the IRMS Information Management 

Toolkit for Schools (February 2016) with an acknowledgement to all individual 
contributors to the development of the toolkit.  

 
 
3.2)  Scope of the Policy 
 
3.2.1)  This policy applies to all records created, received or maintained by staff within 

the Trust and its academies in the course of carrying out its functions.  
 
3.2.2)  Records are defined as all those documents which facilitate the business carried 

out by the academy or the Trust, and which are thereafter retained (for a set 
period) to provide evidence of its transactions or activities. These records may 
be created, received or maintained in hard copy or electronically.  

 
 
3.3)  Responsibilities 
 
3.3.1)  The Trust and its academies have a corporate responsibility to maintain records 

and record keeping systems in accordance with the regulatory environment.  
 
3.3.2)  Individuals have a right to rectification of personal data if it is inaccurate or 

incomplete.  If the data has already been disclosed to a third party, they must 
also be advised of the rectification where possible. 

 
3.3.3)  The person responsible for records management in the school will give guidance 

for good records management practice, and will promote compliance with this 
policy so that information will be retrieved easily, appropriately and in a timely 
way. They will also monitor compliance with this policy by surveying at least 
annually to check if records are stored securely and can be accessed 
appropriately. 
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3.3.4)  The responsible persons within each layer of the Trust are as follows: 
 

 Central MAT:  Director of Business Strategy 

 Academies:  Principal / Head of School 
 
3.3.5)  Individual staff must ensure that records for which they are responsible are 

accurate and are maintained and disposed of in accordance with the guidelines 
that follow. 

 
 
3.4)  Guidance on the management of Pupil Records 
 
3.4.1)  These guidelines are intended to help provide consistency of practice in the way 

in which pupil records are managed. They will assist academy staff in their 
understanding of how pupil records should be managed and what kind of 
information should be included in the file. The guidelines will develop further 
following suggestions and comments from those members of staff in schools 
who have the most contact with pupil records.  

 
3.4.2) These guidelines apply to information created and stored in both physical and 

electronic format.  
 
3.4.3)  These are only guidelines and have no legal status. If staff are in any doubt 

about whether a piece of information should be included on the file they should 
seek clarity from the Information Commissioners Office. 

 
3.4.4)  The pupil record should be seen as the core record charting an individual pupil’s 

progress through the Education System. The pupil record should accompany the 
pupil to every school they attend and should contain information that is accurate, 
objective and easy to access. These guidelines are based on the assumption 
that the pupil record is a principal record and that all information relating to the 
pupil will be found in the file (although it may spread across more than one file 
cover). 

 
3.4.5)  It is strongly recommended that FRMAT academies use a consistent file cover 

for the pupil record. Using pre-printed files ensures all the necessary information 
is collated and the record looks tidy and reflects the fact that it is the principal 
record containing all the information about an individual child.  

 
3.4.6)  Pupils have a right of access to their educational record and so do their parents 

under the Education (Pupil Information) (England) Regulations 2005. Under the 
Data Protection Act 1998 a pupil or their nominated representative has a right to 
see information held about them. This right exists until the point that the file is 
destroyed. Therefore, it is important to remember that all information should be 
accurately recorded, objective in nature and expressed in a professional manner.  

 
3.4.7)  Opening a File 
 

a) The pupil record (whether electronic or paper) starts its life when a file is 
opened for each new pupil as they begin school. This is the file which will 
follow the pupil for the rest of his / her school career. If pre-printed file 
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covers are not being used then the following information should appear on 
the front of the paper file: 

 

 Surname 

 Forename 

 DOB 
 Unique Pupil Number 
 
b) The file cover should also contain a note of the date when the file was 

opened and the date when the file is closed.  
 
c) Inside the front cover the following information should be easily accessible: 
 

 The name of the pupil’s doctor 

 Emergency contact details 

 Gender 
 Preferred name 

 Position in the family 

 Ethnic origin (although this is sensitive information under the DPA, the DfE 
require statistics about ethnicity) 

 Language of home (this is required for School Census – Mother Tongue) 

 Religion (although this is sensitive information under the DPA, the Trust 
has valid business reasons for collecting this information) 

 Any allergies or other medical conditions that it is important to be aware of 
(although this is sensitive information under the DPA, the academy must 
be aware of this information in order to keep the child safe)  

 Names of adults who hold parental responsibility with home address and 
telephone number (and any additional relevant carers and their relationship 
to the child) 

 Name of the school, admission number, the date of admission and date of 
leaving 

 Any other agency involvement (e.g. speech and language therapist, 
paediatrician) 

 
d) It is essential that these files, which contain personal information, are 

managed in accordance with the information security guidelines also 
contained within this toolkit.  

 
3.4.8)  Items which should be included in the pupil record: 
 

a) If the pupil has attended an early years setting, then the record of transfer 
should be included 

b) Admission form (application form) 
c) Privacy notice (the most recent should be on file) 
d) Photography consent 
e) Years Record 
f) Annual written report to parents 
g) National Curriculum and Religious Education Locally Agreed Syllabus 

Record Sheets 
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h) Any information relating to a major incident involving the child (either an 
accident or other incident) 

i) Any reports written about the child 
j) Any information about a Statement and support offered in relation to the 

Statement 
k) Any relevant medical information (should be stored in the file in a sealed 

envelope clearly marked as such) 
l) Any information relating to exclusions (fixed or permanent) 
m) Any correspondence with parents or outside agencies relating to major 

issues 
n) Details of any complaints made by the parents or the pupil 

 
NB Child protection reports / disclosures should be stored on CPOMs only. 

 
 
3.4.9)  The following records should be stored separately to the pupil record as they are 

subject to shorter retention periods and, if they are placed on the file, then it will 
involve a lot of unnecessary work on the files before they are transferred to 
another school: 

 

 Absence notes 

 Parental consent forms for trips / outings (in the event of a major incident 
all the parental consent forms should be retained with the incident report 
not in the pupil file) 

 Correspondence with parents about minor issues 

 Accident forms (these should be stored separately and retained on the 
school premises until their statutory retention period is reached. A copy 
should be placed on the pupil file in the event of a major incident)  

 
3.4.10)  Transferring the pupil record to the secondary or another school 
 

a) Material should not be removed from the pupil record before transfer to the 
secondary school unless any records with a short retention period have 
been placed in the file. It is important to remember that the information 
which may seem unnecessary to the person checking the file may be a 
vital piece of information required at a later stage.  

 
b) Primary schools do not need to keep copies of any records in the public 

record except if there is an ongoing legal action when the pupil leaves the 
school. Custody of and responsibility for the file passes to the school to 
which the pupil transfers.  

 
c) Files should not be sent by post unless absolutely necessary. If files are 

sent by post, they should be sent by registered post with an accompanying 
list of the files. The receiving school should sign a copy of the list to say 
that they have received the files and return that to the primary school. 
Where appropriate, records can be delivered by hand with signed 
confirmation for tracking and auditing purposes.  
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d) Electronic documents that relate to the pupil file should also be transferred, 
unless they are duplicated in a master paper file. In this case they should be 
destroyed. 

 
3.4.11)  Responsibility for the pupil record once the pupil leaves school 
 

The school which the pupil attended until statutory school leaving age (18 years) 
is responsible for retaining the pupil record until the pupil reaches the age of 25 
years (see retention schedule for further information) 

 
3.4.12)  Storage of pupil records 
 

a) All pupil records should be kept securely at all times. Paper records, for 
example, should be kept in lockable storage areas with restricted access, 
and the contents should be secure within the file. Electronic records should 
also have appropriate security.  

  
b) Access arrangements for pupil records should ensure that confidentiality is 

maintained whilst equally enabling information to be shared lawfully and 
appropriately with those authorised to see it.  

 
 
3.5)  Retention Guidelines 
 
3.5.1)  Under the Freedom of Information Act 2000, schools and academies are 

required to maintain a retention schedule listing the record series which the 
school creates in the course of its business. The retention schedule lays down 
the length of time which the record needs to be retained and the action which 
should be taken when it is of no further administrative use. The retention 
schedule lays down the basis for normal processing under both the Data 
Protection Act 1998 and the Freedom of Information Act 2000. 

 
3.5.2)  Members of staff are expected to manage their current record keeping systems 

using the retention schedule and to take account of the different kinds of 
retention periods when they are creating new record keeping systems.  

 
3.5.3)  The retention schedule refers to record series regardless of the media in which 

they are stored.  
 
3.5.4)  Some of the retention periods are governed by statute. Others are guidelines 

following best practice. Every effort has been made to ensure that these 
retention periods are compliant with the requirements of the Data Protection Act 
1998 and the Freedom of Information Act 2000. 

 
3.5.5)  Managing record series using these retention guidelines will be deemed to be 

‘normal processing’ under the legislation mentioned above. If record series are to 
be kept for longer or shorter periods than laid out in this document the reasons 
for this needs to be document.  

 
3.5.6)  The retention schedule is divided into seven sections: 
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1) Management of the Academy and Trust 
2) Human Resources 
3) Financial Management of the Trust 
4) Property Management 
5) Pupil Management 
6) Curriculum Management 
7) Extra-Curricular Activities 

 
 
3.5.7)  See overleaf for the retention schedule. 
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3.6)  RETENTION SCHEDULE 
 
SECTION 1: Management of the Academy and Trust 

 

This section contains retention periods connected to the general management of the school. This covers the work of the Trust Board, the Principal / 
Head of School and the senior management teams, the admissions process and operational administration. B 

 

 Basic file description Data Protection 

Issues 
Statutory Provisions Retention Period [Operational] Action at the end of the 

administrative life of the 

record 

1.1 Governance and Trust Board Correspondence 

1.1.1 Agendas for Governing 

Body/Trustee 
There may be data  One copy should be retained with SECURE DISPOSAL1

 

 meetings protection issues if  the master set of minutes. All 

other 
 

  the meeting is 

dealing 
 copies can be disposed of  

  with confidential    

  issues relating to 
staff 

   

1.1.2 Minutes of Governing Body 

meetings 
There may be data    

 And Trust Board meetings protection issues if    
  the meeting is 

dealing 
   

  with confidential    
  issues relating to 

staff 
   

 Principal Set (signed)   PERMANENT If the school is unable to store 

these      then they should be offered to the 

     County Archives Service 

 Inspection Copies2
   Date of meeting + 3 years If these minutes contain any 
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     sensitive, personal information 
they      must be shredded. 

1.1.3 Reports presented to the 

Governing 
There may be data  Reports should be kept for a SECURE DISPOSAL or 

 Body/Trust Board protection issues if  minimum of 6 years. However, if 

the 
retain with the signed set of the 

  the report deals with  minutes refer directly to individual minutes 

  confidential issues  reports then the reports should 
be 

 
  relating to staff  kept permanently  

1.1.4 Meeting papers relating to the 

annual 
No Education Act 2002, Date of the meeting + a minimum SECURE DISPOSAL 

 parents ’ meeting held under 

section 
 Section 33 of 6 years  

 33 of the Education Act 2002     
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  Basic file description Data Protection 

Issues 
Statutory Provisions Retention Period [Operational] Action at the end of the 

administrative life of the 

record 

1.1.5 Instruments of Government 

including 
No  PERMANENT These should be retained in the 

 Articles of Association    school whilst the school is open 

     and then offered to County 
Archives      Service when the school closes. 

1.1.6 Trusts and Endowments managed 

by 
No  PERMANENT These should be retained in the 

 the Governing Body/Trust Board    school whilst the school is open 

     and then offered to County 

Archives      Service when the school closes. 

1.1.7 Action plans created and 
administered 

No  Life of the action plan + 3 years SECURE DISPOSAL 

 by the Governing Body/Trust Board     

1.1.8 Policy documents created and No  Life of the policy + 3 years SECURE DISPOSAL 

 administered by the Gov Body/TB 

 

    

1.1.9 Records relating to complaints dealt Yes  Date of the resolution of the SECURE DISPOSAL 

 with by the Gov Body/Trust Board   complaint + a minimum of 6 years  
    then review for further retention in  

    case of contentious disputes  

1.1.10 Annual Reports created under the No Education (Governor ’s Date of report + 10 years SECURE DISPOSAL 

 requirements of the Education  Annual Reports)   
 (Governor ’s Annual Reports) 

(England) 
 (England) (Amendment)   

 (Amendment) Regulations 2002  Regulations 2002 SI 

2002 
  

   No 1171   

1.1.11 Proposals concerning the change No  Date proposal accepted or 

declined 
SECURE DISPOSAL 

 of status of a maintained school   + 3 years  
 including Specialist Status Schools     

 and Academies     

 

Please note that all information about the retention of records concerning the recruitment of Head Teachers can be found in the Human Resources section below. and 
Senior Management Team 
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 Basic file description Data Protection Issues Statutory 

Provisions 

Retention Period [Operational] Action at the end of 

the administrative life 

of the record 

1.2 Principal / Head of School / Senior Management 

1.2.1 Log books of activity in the school There may be data protection 

issues 

 Date of last entry in the book + a These could be of permanent 

 maintained by the Head Teacher if the log book refers to individual  minimum of 6 years then review historical value and should be 

  pupils or members of staff   offered to the County Archives 

     Service  if appropriate 

1.2.2 Minutes of Senior Management 

Team 
There may be data protection 

issues 

 Date of the meeting + 3 years then SECURE DISPOSAL 

 meetings and the meetings of 
other 

if the minutes refers to individual  review  
 internal administrative bodies pupils or members of staff    

1.2.3 Reports created by the Head 

Teacher 
There may be data protection 

issues 

 Date of the report + a minimum of 3 SECURE DISPOSAL 

 or the Management Team if the report refers to individual  years then review  
  pupils or members of staff    

1.2.4 Records created by head teachers, There may be data protection 

issues 

 Current academic year + 6 years 

then 
SECURE DISPOSAL 

 deputy head teachers, heads of 
year 

if the records refer to individual  review  
 and other members of staff with pupils or members of staff    
 administrative responsibilities     

1.2.5 Correspondence created by head There may be data protection 
issues 

 Date of correspondence + 3 years 
then 

SECURE DISPOSAL 

 teachers, deputy head teachers, 
heads 

if the correspondence refers to  review  
 of year and other members of staff individual pupils or staff members 

of staff staff 
   

 with administrative responsibilities     

1.2.6 Professional Development Plans Yes  Life of the plan + 6 years SECURE DISPOSAL 

1.2.7 School Development Plans No  Life of the plan + 3 years SECURE DISPOSAL 
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 Basic file description Data Prot 

Issues 

Statutory Provisions Retention Period [Operational] Action at the end of the administrative 
life of the record 

1.3 Admissions Process 

1.3.1 All records relating No School Admissions Code Life of the policy + 3 years then SECURE DISPOSAL 

 to the creation and  Statutory guidance for admission review  
 implementation of the  authorities, governing bodies, local   

 School Admissions ’ Policy  authorities, schools adjudicators and   
   admission appeals panels December 

2014 
  

1.3.2 Admissions – if the Yes School Admissions Code Date of admission + 1 year SECURE DISPOSAL 

 admission is successful  Statutory guidance for admission   
   authorities, governing bodies, local   
   authorities, schools adjudicators and   
   admission appeals panels December 

2014 
  

1.3.3 Admissions – if the appeal 

is 
Yes School Admissions Code Resolution of case + 1 year SECURE DISPOSAL 

 unsuccessful  Statutory guidance for admission   
   authorities, governing bodies, local   
   authorities, schools adjudicators and   

   admission appeals panels December 
2014 

  

1.3.4 Register of Admissions Yes School attendance: Departmental 

advice 
Every entry in the admission REVIEW 

   for maintained schools, academies, register must be preserved for a Schools may wish to consider keeping the 

   independent  schools and local 

authorities 
period of three years after the 

date 
admission register permanently as often 

   October 2014 on which the entry was made.3 schools receive enquiries from past pupils 

to      confirm the dates they attended the 
school. 

1.3.5 Admissions – Secondary Yes  Current year + 1 year SECURE DISPOSAL 

 Schools – Casual     

1.3.6 Proofs of address supplied Yes School Admissions Code Current year + 1 year SECURE DISPOSAL 

 by parents as part of the  Statutory guidance for admission   
 admissions process  authorities, governing bodies, local   
   authorities, schools adjudicators and   

   admission appeals panels December 
2014 
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Basic file description              Data Prot    Statutory Provisions                               Retention Period [Operational]         Action at end of administrative life 

Issues                                                                                                                                             

the record 1.3.7 Supplementary 

Information form including 

additional information 

such as religion, medical 

conditions etc 

Yes    

 For successful admissions   This information should be added to 

the pupil file 

SECURE DISPOSAL 

 For unsuccessful 

admissions 

  Until appeals process completed SECURE DISPOSAL 

1.4 Operational Management 

1.4.1 General file series No  Current year + 5 years then REVIEW SECURE DISPOSAL 

1.4.2 Records relating to the creation and 

publication of the school brochure or 

prospectus 

No  Current year + 3 years STANDARD DISPOSAL 

1.4.3 Records relating to the creation and 

distribution of circulars to staff, parents or 

pupils 

No  Current year + 1 year STANDARD DISPOSAL 

1.4.4 Newsletters and other items with a 

short operational use 

No  Current year + 1 year STANDARD DISPOSAL 

1.4.5 Visitors ’ Books and Signing in Sheets Yes  Current year + 6 years then REVIEW SECURE DISPOSAL 

1.4.6 Records relating to the creation and 

management of Parent Teacher 

Associations and/or Old Pupils 

Associations 

No  Current year + 6 years then REVIEW SECURE DISPOSAL 
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Section 2: Human Resources 

This section deals with all matters of Human Resources management within the school. 

 Basic file description Data Prot 

Issues 

Statutory 

Provisions 

Retention Period [Operational] Action at the end of the 

administrative life of the 

record 

2.1 Recruitment 

2.1.1 All records leading up to the Yes  Date of appointment + 6 years SECURE DISPOSAL 

 appointment of a new 

headteacher 
    

2.1.2 All records leading up to the Yes  Date of appointment of successful candidate + 6 months SECURE DISPOSAL 

 appointment of a new member 
of 

    
 staff – unsuccessful candidates     

2.13 All records leading up to the Yes  All the relevant information should be added to the staff SECURE DISPOSAL 

 appointment of a new member 

of 
  personal file (see below) and all other information 

retained for 
 

 staff – successful candidate   6 months  

2.1.4 Pre-employment vetting No DBS Update 

Service 
The school does not have to keep copies of DBS 

certificates. If 

 

 information – DBS Checks  Employer Guide the school does so the copy must NOT be retained for 
more 

 
   June 2014: 

Keeping 
than 6 months  

   children safe in   

   education.   
   July 2015 

(Statutory 
  

   Guidance from   
   Dept. of 

Education) 
  

   Sections 73, 74   

2.1.5 Proofs of identity collected as Yes  Where possible these should be checked and a note 

kept 

 

 part of the process of checking   of what was seen and what has been checked. If it is felt  
 “portable” enhanced DBS 

disclosure 
  necessary to keep copy documentation  then this should 

be 
 

    placed on the member of staff ’s personal file  

2.1.6 Pre-employment vetting Yes An employer ’s Where possible these documents should be added to 

the 

 

 information – Evidence proving  guide to right to Staff Personal File [see below], but if they are kept 
separately 

 
 the right to work in the United  work checks 

[Home 
then the Home Office requires that the documents are 

kept 
 

 Kingdom4
  Office May 2015] for termination of Employment plus not less than 2 years  
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2.2 Operational Staff Management 

Basic file description            Data Prot     Statutory Provisions                          Retention Period [Operational]              Action at end of administrative 

Issues                                                                                                                                                      life of the record 

2.2.1 Staff Personal File Yes Limitation Act 1980 (Section 2) Termination of Employment + 6 years SECURE DISPOSAL 

2.2.2 Timesheets Yes  Current year + 6 years SECURE DISPOSAL 

2.2.3 Annual appraisal/ 

assessment records 

Yes  Current year + 5 years SECURE DISPOSAL 

2.3 Management of Disciplinary and Grievance Processes 

2.3.1 Allegation of a child Yes “Keeping children safe in education Until the person’s normal retirement SECURE DISPOSAL 

 protection nature against 
a 

 Statutory guidance for schools and age or 10 years from the date of the These records must be shredded 

 member of staff including  colleges March 2015”; “Working 

together 
allegation whichever is the longer then  

 where the allegation is  to safeguard children.  A guide to REVIEW. Note allegations that are found  
 unfounded5

  inter-agency working to safeguard 

and 
to be malicious should be removed 

from 
 

   promote the welfare of children March personnel files. If found they are to be  
   2015” kept on the file and a copy provided to  
    the person concerned  

2.3.2 Disciplinary Proceedings Yes    

 oral warning   Date of warning6 + 6 months  

 written warning – level 1 

 

written warning – level 2 

  Date of warning + 6 months 

 

Date of warning + 12 months 

SECURE DISPOSAL 

[If warnings are placed on personal 

files then they must be weeded 

from the file] 

 final warning   Date of warning + 18 months  

 case not found   If the incident is child protection related SECURE DISPOSAL 

    then see above otherwise dispose of 

at 
 

 

 

 

 

    the conclusion of the case 
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 Basic file description Data Prot 

Issues 

Statutory Provisions Retention Period [Operational] Action at the end of the 

administrative life of the 

record 

2.4 Health and Safety 

2.4.1 Health and Safety Policy No  Life of policy + 3 years SECURE DISPOSAL 

 Statements     

2.4.2 Health and Safety Risk No  Life of risk assessment + 3 years SECURE DISPOSAL 

 Assessments     

2.4.3 Records relating to accident/ Yes  Date of incident + 12 years SECURE DISPOSAL 

 injury at work   In the case of serious accidents a  

    further retention period will need 
to 

 
    be applied  

2.4.4 Accident Reporting Yes Social Security (Claims and Payments) 

Regulations 

  

   1979 Regulation 25. Social Security 

Administration 
  

   Act 1992 Section 8. Limitation Act 1980   

 Adults   Date of the incident + 6 years SECURE DISPOSAL 

 Children   DOB of the child + 25 years SECURE DISPOSAL 

2.4.5 Control of Substances No Control of Substances Hazardous to Health Current year + 40 years SECURE DISPOSAL 

 Hazardous to Health 
(COSHH) 

 Regulations 2002.  SI 2002 No 2677 Regulation   
   11; Records kept under the 1994 and 1999   
   Regulations to be kept as if the 2002 

Regulations 
  

   had not been made.  Regulation  18 (2)   

2.4.6 Process of monitoring of 

areas 
No Control of Asbestos at Work Regulations 2012 

SI 
Last action + 40 years SECURE DISPOSAL 

 where employees and 
persons 

 1012 No 632 Regulation 19   
 are likely to have become in     
 contact with asbestos     

2.4.7 Process of monitoring of 

areas 
No  Last action + 50 years SECURE DISPOSAL 

 where employees and 
persons 

    
 are likely to have become in     
 contact with radiation     
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2.4.8 Fire Precautions log books No  Current year + 6 years SECURE DISPOSAL 

 

 

Basic file description                   Data Prot     Statutory Provisions                    Retention Period [Operational]               Action at end of administrative life 

Issues                                                                                                                                       of the record 

2.5 Payroll and Pensions 

2.5.1 Maternity pay records Yes Statutory Maternity Pay 

(General) Regulations 1986 

(SI1986/1960), revised 1999 

(SI1999/567) 

Current year + 3 years SECURE DISPOSAL 

2.5.2 Records held under 

Retirement Benefits 

Schemes (Information 

Powers) Regulations 1995 

Yes  Current year + 6 years SECURE DISPOSAL 

 

Section 3: Financial Management of the Trust 

This section deals with all aspects of the financial management of the school including the administration of school meals. 

 

Basic file description                  Data Prot     Statutory Provisions                       Retention Period [Operational]                 Action at end of  

                                                 Issues                                                                                                                                     administrative life of the record 

3.1.1 Employer ’s Liability Insurance 

Certificate 

No  Closure of the school + 40 years SECURE DISPOSAL 

3.2.1 Inventories of furniture 

and equipment 

No  Current year + 6 years SECURE DISPOSAL 

3.2.2 Burglary, theft and 

vandalism report forms 

No  Current year + 6 years SECURE DISPOSAL 
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 Basic file description Data Prot 

Issues 

Statutory 

Provisions 

Retention Period [Operational] Action at the end of the 

administrative life of the 

record 

3.3.1 Annual Accounts No  Current year + 6 years STANDARD DISPOSAL 

3.3.2 Loans and grants managed by the 

school 
No  Date of last payment on the loan + 12 years then 

REVIEW 
SECURE DISPOSAL 

3.3.3 Student Grant applications Yes  Current year + 3 years SECURE DISPOSAL 

3.3.4 All records relating to the creation 

and management of budgets 

including the Annual Budget 

statement and background 

papers 

No  Life of the budget + 3 years SECURE DISPOSAL 

3.3.5 Invoices, receipts, order books 

and requisitions, delivery 

notices 

No  Current financial year + 6 years SECURE DISPOSAL 

3.3.6 Records relating to the collection 

and banking of monies 

No  Current financial year + 6 years SECURE DISPOSAL 

3.3.7 Records relating to the identification 

and collection of debt 

No  Current financial year + 6 years SECURE DISPOSAL 

3.4.1 All records relating to the 

management of contracts under seal 
No Limitation 

Act 1980 

Last payment on the contract + 12 years SECURE DISPOSAL 

3.4.2 All records relating to the 

management of contracts under 

signature 

No Limitation 

Act 1980 

Last payment on the contract + 6 years SECURE DISPOSAL 

3.4.3 Records relating to the monitoring 

of contracts 

No  Current year + 2 years SECURE DISPOSAL 
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 Basic file description Data Prot 

Issues 

Statutory 

Provisions 

Retention Period [Operational] Action at the end of the 

administrative life of the 

record 

3.5.1 School Fund - Cheque books No  Current year + 6 years SECURE DISPOSAL 

3.5.2 School Fund - Paying in books No  Current year + 6 years SECURE DISPOSAL 

3.5.3 School Fund – Ledger No  Current year + 6 years SECURE DISPOSAL 

3.5.4 School Fund – Invoices No  Current year + 6 years SECURE DISPOSAL 

3.5.5 School Fund – Receipts No  Current year + 6 years SECURE DISPOSAL 

3.5.6 School Fund - Bank statements No  Current year + 6 years SECURE DISPOSAL 

3.5.7 School Fund – Journey Books No  Current year + 6 years SECURE DISPOSAL 

3.6.1 Free School Meals Registers Yes  Current year + 6 years SECURE DISPOSAL 

3.6.2 School Meals Registers Yes  Current year + 3 years SECURE DISPOSAL 

3.6.3 School Meals Summary Sheets No  Current year + 3 years SECURE DISPOSAL 
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Section 4: Property Management 

This section covers the management of buildings and property. 

4.1 Property Management 

Basic file description                                           Data Prot       Statutory        Retention Period [Operational]                             Action at end of  

                                                                          Issues             Provisions                                                                                    administrative life of the record 

4.1.1 Title deeds of properties belonging to the 

school 
No  PERMANENT 

These should follow the property unless the 

property has been registered with the Land 

Registry 

 

4.1.2 Plans of property belong to the school No  These should be retained whilst the building 

belongs to the school and should be passed 

onto any new owners if the building is leased or 

sold. 

 

4.1.3 Leases of property leased by or to the school No  Expiry of lease + 6 years SECURE DISPOSAL 

4.1.4 Records relating to the letting of school 

premises 
No  Current financial year + 6 years SECURE DISPOSAL 

 

4.2 Maintenance 

Basic file description                                           Data Prot       Statutory     Retention Period [Operational]                                Action at the end of the 

Issues            Provisions                                                                                     administrative life of the record 

4.2.1 All records relating to the maintenance of 

the school carried out by contractors 

No  Current year + 6 years SECURE DISPOSAL 

4.2.2 All records relating to the maintenance 

of the school carried out by school 

employees including maintenance log 

books 

No  Current year + 6 years SECURE DISPOSAL 
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Section 5: Pupil Management 

This section includes all records which are created during the time a pupil spends at the school. For information about accident reporting see under Health and Safety 
above. 

 

 Basic file description Data 
Prot 
Issues 

Statutory 
Provisions 

Retention Period 
(Operational) 

Action at the end of the administrative life of the 
record 

5.1.1 Pupil’s Educational Record required 
by The Education (Pupil Information) 
(England) Regulations 2005 

Yes The 
Education 
(Pupil 
Information) 
(England) 
Regulations 
2005 

  

 Primary   Retain whilst the child 
remains at the primary 
school 

The file should follow the pupil when he/she 
leaves the primary school. This will include: 
•   to another primary school 
•   to a secondary school 
•   to a pupil referral unit 
•   If the pupil dies whilst at primary school the file 
should be returned to the Local Authority to be 
retained for the statutory retention period. 
If the pupil transfers to an independent school, 
transfers to home schooling or leaves the 
country the file should be returned to the Local 
Authority to be retained for the statutory retention 
period. Primary Schools do not ordinarily have 
sufficient storage space to store records for 
pupils who have not transferred in the normal 
way. It makes more sense to transfer the record 
to the Local Authority as it is more likely that the 
pupil will request the record 
from the Local Authority 

5.1.2 Examination Results – Pupil Copies Yes    
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 Public   This information 
should be added to 
the pupil file 

All uncollected certificates should be returned to 
the examination board 

 Internal   This information 
should be added to 
the pupil file 

 

 
This review took place as the Independent Inquiry on Child Sexual Abuse was beginning. In light of this, it is recommended th at all records 
relating to child abuse are retained until the Inquiry is completed. This section will then be reviewed again to tak e into account any 
recommendations the Inquiry might make concerning record retention.  
 
5.1.3 Child Protection information held on 

pupil file 
Yes Keeping 

Children 
Safe in 
Education 
statutory 
guidance  
 
Working 
together to 
safeguard 
children 
(March 
2015) 

If any records relating 
to child protection 
issues are placed on 
the pupil file, it should 
be in a sealed 
envelope and then 
retained for the same 
period of time as the 
pupil file.  

SECURE DISPOSAL – these records MUST be 
shredded 

5.1.4 Child protection information held in 
separate files 

Yes As above DOB of the child + 25 
years then review.  
This retention period 
was agreed in 
consultation with the 
Safeguarding Children 
Group on the 
understanding that the 
principal copy of this 
information will be 
found on the Local 
Authority Social 
Services record 

SECURE DISPOSAL – these records MUST be 
shredded 
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5.2.1 Attendance registers Yes School 
attendance: 
Dept advice 
for 
academies 
(Oct 14) 

Every entry in the 
attendance register 
must be preserved for 
a period of three years 
after the date on 
which the entry was 
made 
 

SECURE DISPOSAL 

5.2.2 Correspondence relating to authorised 
absence 

 Education 
Act 1996 
Sect 17 

Current academic 
year + 2 years 

SECURE DISPOSAL 

5.3.1 Special Educational Needs files, 
reviews and Individual Education 
Plans 

Yes Limitation 
Act 1980 
(section 2) 

Date of Birth of the 
pupil + 25 years 

Note, this retention period is the minimum 
retention period that any pupil file should be kept. 
Some academies choose to keep SEN files for a 
longer period of time to defend themselves in a 
‘failure to provide a sufficient education’ case. 
There is an element of business risk analysis 
involved in any decision to keep the records 
longer than the minimum retention period and 
this should be documented. 

5.3.2 Statement maintained under section 
234 of the Education Act 1990 and 
any amendments to the statement 

Yes Education 
Act 1996 
Special 
Educational 
Needs and 
Disability 
Act 2001 
(section 1) 

Date of birth of pupil + 
25 years (this would 
normally be retained 
on the pupil file) 

SECURE DISPOSAL – unless the document is 
subject to a legal hold 

5.3.3 Advice and information provided to 
parents regarding educational needs 

Yes Special 
Educational 
Needs and 
Disability 
Act 2001 
(section 2) 

Date of birth of pupil + 
25 years (this would 
normally be retained 
on the pupil file) 

SECURE DISPOSAL – unless the document is 
subject to a legal hold 

5.3.4 Accessibility strategy Yes Special 
Educational 
Needs and 
Disability 

Date of birth of pupil + 
25 years (this would 
normally be retained 
on the pupil file) 

SECURE DISPOSAL – unless the document is 
subject to a legal hold 
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Act 2001 
(section 14) 

 

Section 6 – Curriculum Management 

 Basic file description Data 
Prot 
Issues 

Statutory 
Provisions 

Retention Period (Operational) Action at the end of 
the administrative life 
of the record 

6.1.1 Curriculum returns No  Current year + 3 years SECURE DISPOSAL 
6.1.2 Examination results (schools copy) Yes  Current year + 6 years SECURE DISPOSAL 
 SATS records Yes    
 Results   The SATs results should be recorded on the 

pupil’s educational file and will therefore be 
retained until the pupil reaches the age of 25 
years.  
The school may wish to keep a composite record 
of all the whole year SATs results.  
These should be kept for current year + 6 years to 
allow suitable comparison 

SECURE DISPOSAL 

 Examination papers   The examination papers should be kept until any 
appeals / validation process is complete 

SECURE DISPOSAL 

6.1.3 Published Admission Number (PAN) 
Reports 

Yes  Current year + 6 years SECURE DISPOSAL 

6.1.4 Value Added and Contextual Data Yes  Current year + 6 years SECURE DISPOSAL 
6.1.5 Self Evaluation Forms Yes  Current year + 6 years SECURE DISPOSAL 
6.2.1 Schemes of work No  Current year + 1 years  
6.2.2 Timetable No  Current year + 1 year  
6.2.3 Class Record Books No  Current year + 1 year  
6.2.4 Mark books No  Current year + 1 year  
6.2.5 Record of homework set No  Current year + 1 year  
6.2.6 Pupils’ Work No  Where possible pupils’ work should be returned to 

the pupil at the end of the academic year. If this is 
not the school’s policy then current year + 1 year 

SECURE DISPOSAL 
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Section 7 – Extra Curricular Activities 

 Basic file description Data 
Prot 
Issues 

Statutory 
Provisions 

Retention Period 
(Operational) 

Action at the end of 
the administrative life 
of the record 

7.1.1 Records created by schools to obtain 
approval to run an educational visit 
outside the classroom – primary 
schools 

No Outdoor Education Advisers’ Panel 
National Guidance website 
http://oeaping.info specifically section 3 – 
Legal Framework and Employer Systems 
and section 4 Good Practice 

Date of visit + 14 
years 

SECURE DISPOSAL 

7.1.2 Records created by schools to obtain 
approval to run an educational visit 
outside the classroom – secondary 
schools 

No Outdoor Education Advisers’ Panel 
National Guidance website 
http://oeaping.info specifically section 3 – 
Legal Framework and Employer Systems 
and section 4 Good Practice 

Date of visit + 10 
years 

SECURE DISPOSAL 

7.1.3 Parental consent forms for school trips 
where there has been no major 
incident 

Yes  Conclusion of the 
trip 

Although the consent 
forms could be 
retained for DOB + 
22 years, the 
requirement for them 
being needed is low 
and most schools do 
not have the storage 
capacity to retain 
every single consent 
form issued by the 
school for this period 
of time 

7.1.4 Parental permission slips for school 
trips – where there has been a major 
incident 

Yes Limitation Act 1980 (section 2) DOB of the pupil 
involved in the 
incident + 25 
years. The 
permission slips for 
all the pupils on the 
trip need to be 
retained to show 
that the rules had 
been followed for 
all pupils.  
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7.2.1 Walking Bus Registers Yes  Date of register + 3 
years (this takes 
into account the 
fact that if there is 
an incident 
requiring an 
accident report the 
register will be 
submitted with the 
accident report and 
kept for the period 
of time required for 
accident reporting 

SECURE DISPOSAL 
(If these records are 
retained electronically 
any backup copies 
should be destroyed 
at the same time) 

7.3.1 Day books Yes  Current year + 2 
years then review 

 

7.3.2 Reports for outside agencies – where 
the report has been included on the 
case file created by the outside 
agency 

Yes  Whilst child is 
attending school 
and then destroy 

 

7.3.3 Referral forms Yes  While the referral is 
current 

 

7.3.4 Contact data sheets Yes  Current year then 
review.  If contact 
is no longer then 
destroy 

 

7.3.5 Contact database entries Yes  Current year then 
review. If contact is 
no longer active 
then destroy 

 

7.3.6 Group registers Yes  Current year + 2 
years 

 

 
 

     

 

http://www.irms.org.uk/


Information Management Toolkit for Schools  ·   v5 ·   01 Febru ary 2016 ·   www.irms.org.uk  

   
  Version 4 

 

 

 

Footnotes to the retention schedule: 

1 (page 24)  Secure disposal should be taken to mean safe disposal as per the ‘safe disposal’ section of this toolkit which specifies that disposal should 

be carried out using confidential waste bins or cross cut shredding.   

2 (page 24)  These are the copies which the clerk to the Governor may wish to retain so that requestors can view all the appropriate information without 

the clerk needing to print off and collate redacted copies of the minutes each time a request is made.  

3 (page 28) School attendance: Departmental advice for maintained schools, academies, independent schools and local authorities October 2014 p6 

4 (page 30)   Employers are required to take a “clear copy” of the documents which they are shown as part of this process  

5 (page 31)   This review took place as the Independent Inquiry on Child Sexual Abuse was beginning. In light of this, it is recommended th at all records 

relating to child abuse are retained until the Inquiry is completed. This section will then be reviewed again to take into account any 

recommendations the Inquiry might make concerning record retention       

6 (page 31)   Where the warning relates to child protection issues see above. If the disciplinary proceedings relate to a child protection matter please 

contact your Safeguarding Children Officer for further advice 

 

3.7)   Secure Disposal of Records that have reached the end of the minimum retention period  

3.7.1)  Principals and Heads of School should ensure that records that are no longer required for business use are reviewed as soon as possible under 

the criteria set out so that only the appropriate records are destroyed.  

3.7.2)  All records containing personal information or sensitive policy information should be made either unreadable or unreconstructable. This includes: 

 Paper records (shredded using a cross-cutting shredder) 

 CDs / DVDs / Floppy Disks (cut into pieces) 

 Audio / Video Tapes and Fax Rolls (dismantled and shredded) 

 Hard disks (dismantled and sanded) 

Any other records should be bundled up and disposed of to a waste paper merchant or disposed of in other appropriate ways. Records should 

never be disposed with regular waste. 

3.7.3)  Where records are destroyed internally, the process must ensure that all records are authorised to be destroyed by the Pr incipal / Head of 

School or Director of Business Strategy. This must also be recorded on the Information Asset Register (see Section 4: Information Security) 

3.7.4)  Where lengthy retention periods have been allocated to records, members of staff should consider converting paper records to other media such 

as microform or digital media. The lifespan of the media and the ability to migrate the data wherever necessary should always  be considered. 
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Consideration should also be given to the legal admissibility of records that have been converted from paper to electronic media. It is essential to 

have procedures in place so that conversion is done in a standard way. This means that organisations can prove that the elect ronic version is a 

genuine original and could not have been tampered with in any way. Reference should be made to ‘British Standard 10008:2008 ‘Evidential 

weight and legal admissibility of electronic information’ when preparing such procedures.  
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SECTION FOUR: INFORMATION SECURITY 

 
 
Policy Statement 

Five Rivers Multi Academy Trust will ensure the protection of all information assets within the 

custody of the business. 

 

High standards of confidentiality, integrity and availability of information will be maintained at 

all times. 

 

 
4.1) Purpose of the policy 

a) Information is a major asset that Five Rivers Multi Academy Trust has a 

responsibility and requirement to protect. 

 

b) Protecting information assets is not simply limited to covering the stocks of 

information (electronic data or paper records) that the organisation maintains. It 

also addresses the people that use them, the processes they follow and the 

physical computer equipment used to access them. 

 

c) This Information Security Policy addresses all these areas to ensure that high 

confidentiality, quality and availability standards of information are maintained.  

 

d) The policy details the basic requirements and responsibilities for the proper 

management of information assets at Five Rivers Multi Academy Trust.  The 

policy specifies the means of information handling and transfer within the 

business. 

 

 
4.2) Scope of the policy 

a) This Information Security Policy applies to all the systems, people and business 

processes that make up the business's information systems. This includes all 

Executives, Committees, Departments, Partners, Employees, contractual third 

parties and agents of the organisation who have access to Information Systems or 

information used for Five Rivers Multi Academy Trust purposes. 

 

b) FRMAT and its academies have defined and allocated information security 

responsibilities: Information Leads have been designated for the MAT and within 

its individual academies. These are: 

 

FRMAT Central Team:   Emma Farmer (Director of Business Strategy) 

Tinsley Meadows:  Deborah Sanderson (Head of School) 

Abbeyfield Primary:  Helen Best (Principal) 

 

 
4.3) Definition 

a) This policy should be applied whenever Business Information Systems or 

information is used. Information can take many forms and includes, but is not 

limited to, the following: 
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 Hard copy data printed or written on paper. 

 Data stored electronically. 
 Communications sent by post / courier or using electronic means. 

 Stored tape, CD/DVD or video. 

 Speech. 

 

 
4.4) Risks 

a) Five Rivers Multi Academy Trust recognises that there are risks associated with 

users accessing and handling information in order to conduct official business. 

 

b) This policy aims to mitigate the following risks: 

 

 the non-reporting of information security incidents 
 inadequate destruction of data 

 the loss of direct control of user access to information systems and facilities. 

 

c) FRMAT has established a process to report and recover from data security 

breaches. Principals and Heads of School are responsible for ensuring that any 

breaches or near misses are recorded on the academy Risk Register. Any high 

level risks or breaches should be reported to the Trust to be added to the Trust 

Risk Register.  GDPR introduces a duty on all organisations to report certain types 

of data breach to the relevant supervisory authority (the ICO), and in some cases 

to the individuals affected; this includes a breach of security leading to the 

destruction, loss, alteration, unauthorised disclosure of, or access to, personal 

data, where it is likely to have a significant detrimental effect on the individual(s) 

concerned. 

 

d) Non-compliance with this policy could have a significant effect on the efficient 

operation of the organisation and may result in financial loss, loss of reputation 

and an inability to provide necessary services. 

 

 
4.5) Policy Compliance 

a) If any user is found to have breached this policy, they may be subject to Five 

Rivers Multi Academy Trust’s disciplinary procedure. If a criminal offence is 

considered to have been committed, further action may be taken to assist in the 

prosecution of the offender(s). 

 

b) If members of staff, Trustees or volunteers do not understand the implications of 

this policy or how it may apply to them they should seek advice from the Trust 

Data Protection Lead (Director of Business Strategy). 

 

 
4.6) Review and Revision 

a) This policy will be reviewed as it is deemed appropriate, but no less frequently 

than every 2 years. 
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4.7) Key Responsibilities 

a) Personal information should not be stored on the hard drive of any laptop or PC 
unless the device is running encryption software. No member of staff is permitted 
to hold personal information about students or other staff on mobile storage 
devices including, but not limited to memory sticks, phones, iPads, portable hard 
drives or CD.  

 
b) All staff should ensure that data is subject to a robust password protection regime, 

ideally with users changing their passwords every 30 days. Passwords should 
NEVER be shared.  

 

c) If data containing personal information is to be shared for a valid business reason 
internally within the MAT (or externally to other agencies) this should be done in 
the most secure way. Acceptable methods include password encryption (with the 
password being sent in a separate email). 

 

d) Staff should note the importance of ensuring that personal information is disclosed 
only to people who are entitled to receive it. Information sharing over the 
telephone should be conducted with caution and every effort should be taken to 
verify the identity of the caller before any information is shared. Staff should invite 
the caller to put the request in writing, supplying a return address which can be 
verified.  

 

e) Email is not always a secure medium to send confidential information. Staff must 

carefully consider information security when sending confidential information by 

email. The consequence of an email containing sensitive information being sent to 

an unauthorised person could be a civil penalty of up to £500,000 from the 

Information Commissioner. The incident may also rouse the interest of local 

newspapers and other media. Confidential or sensitive information should be sent 

only by a secure encrypted email system. Staff must never include personal 

information (such as a pupil’s name) in the subject line of an email.  

 

f) All trust and academy emails are disclosable under the Freedom of Information 

and Data Protection legislation. Staff should be aware that anything they write in 

email could potentially be made public.  

 

g) Emails can remain in a system for a period of time after they have been deleted. 

Staff must remember that although they may have deleted their copy of the email, 

the recipients may not and therefore copies could still be in existence.  

 

h) Emails can form a contractual obligation. Staff must be never enter into any 

agreement with external contractors unless they are authorised to do so.  

 

i) All staff should ensure they include a signature to their email which is in keeping 

with the Five Rivers MAT corporate style, font and disclaimer. This is outlined 

overleaf: 
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Full Name 
Job Title 
School Name 
School Telephone Number 
Part of Five Rivers Multi Academy Trust 

 

Five Rivers MAT Logo 

Five Rivers Multi Academy Trust is an exempt charity regulated by the Secretary 

of State for Education. It is a company limited by guarantee registered in England 

and Wales (company number 10070417), whose registered office is at Tinsley 

Meadows Primary Academy, Norborough Road, Sheffield S9 1SG  

This email, and any attachments, may contain non-public information and is intended solely for the individual(s) to 

whom it is addressed. It may contain sensitive or protectively marked material and should be handled 

accordingly. If this email has been misdirected, please notify the author immediately. If you are not the intended 

recipient you must not disclose, distribute, copy, print or rely on any of the information contained in it or attached, 

and all copies must be deleted immediately. Whilst we take reasonable steps to try to identify any software 

viruses, any attachments to this email may nevertheless contain viruses which our anti -virus software has failed 

to identify. You should therefore carry out your own anti-virus checks before opening any documents. Five Rivers 

Multi Academy Trust will not accept any liability for damage caused by computer viruses emanating from any 

attachment or other document supplied with this e-mail.  

j) Staff should always lock their PCs and laptops when they are away from the desk 

or classroom to prevent unauthorised use. 

 

k) Records which are not stored on the academy’s server are at greater risk of 

damage by fire and flood as well as risk of loss and of unauthorised access. To 

limit the amount of damage which a fire or flood can do to paper records, all vital 

information should be stored in filing cabinets, drawers or cupboards. Metal filing 

cabinets are a good first level barrier against fire and water.  

 

l) Where possible, vital records should not be left on open shelves or on desks as 

these records will almost certainly be destroyed in a fire. The bottom shelves of a 

storage cupboard should be raised at least 2 inches from the ground. Physical 

records should not be stored on the floor. 

 

m) Staff are not permitted to take personal data on staff or pupils out of the academy 

unless there is no other alternative. Records held within the academy should be in 

lockable cabinets.  

 

n) FRMAT operates a clear desk policy. This means that all staff are required to 

remove physical records which contain sensitive information to a cupboard or 

drawer (lockable where appropriate) 

 

o) Principals and Heads of School (and the Director of Business Strategy for the 

MAT) must undertake a review of all information held (whether electronic or paper) 

and produce a robust and comprehensive Information Asset Register. The 

template for the register is attached overleaf and further details are given in 

section 4.8. Monitoring of the Information Asset Registers will be carried out by the 

central MAT team and by the Trustee with lead responsibility for Information 

Governance.  
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Academy Name 
Information Asset Register 

      
 

      
 

             
 

Asset 
number 
or ID 

Name 
of 
asset  

What does it do Location Owner Volume 

Personal data  
(if YES – where 
does it come 
from?) 

Access  Shared with Format Retention Risks / impact 
Details of 
Information 
transfer  

Date and 
method of 
destruction  

E.G. 1 

Fostering 

case 

files, 

2015-16.   

These record the 

work of the 

Authority in placing 

children with foster 

carers, and monitor 
progress and 

outcomes 

In shared 

network 

drive 

filepath: 

  

x:\abc:\defg\

Fostering 

case files                         

[Name] Head 

of Fostering 

Services & 

Information 
Asset Owner 

160 case 

files 

Yes; includes sensitive 

personal data 

Access is 

restricted to 

named 

individuals in 

Fostering 

Services Team, 

plus X, Y and Z 

job roles 

Information is 

shared with X, Y 

and Z bodies 

under the agreed 

2012 information 
sharing 

agreement 

Emails, excel 

spreadsheets, 

PDF copies of 

correspondence 

70 years (to 

be 

destroyed 

on x/x/xxxx) 

Loss of 

Confidentiality:   

- safety impact;   

- privacy impact; 

 

Loss of Availability: 

 

Loss of Integrity: 

e.g. 

Information 

transferred to 

Local 

Authority on 

x/x/xxxx 

 

e.g. 
Destroyed via 

cross 

shredding on 

x / x / xxxx 

(authorised 

by D Jones) 
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Applying the Policy 

 

 
4.8) Information Asset Management 

 

4.8.1) Identifying Information Assets 

The process of identifying important information assets should be sensible and 

pragmatic.  

 

Important information assets will include, but are not limited to, the following:  

 Filing cabinets and stores containing paper records 
 Computer databases 

 Data files and folders 

 Software licenses 

 Physical assets (computer equipment and accessories, cell phones) 
 Key services 

 Key people 

 Intangible assets such as reputation and brand. 
 

4.8.2) Principals and Heads of School are responsible for drawing up and maintaining 

inventories of all important information assets that they rely upon.  These should 

identify each asset and all associated data required for risk assessment, 

information/records management and disaster recovery.   

 

4.8.3) On creation, all information assets must be assessed by the owner according to their 

content.  This will determine how the document should be protected and who should 

be allowed access to it.    

 
4.8.4) Personal Information 

Personal information is any information about any living, identifiable individual.  The 

business is legally responsible for it.  Its storage, protection and use are governed by 

the Data Protection Act 1998.  Details of specific requirements can be found in the 

FRMAT Data Protection Policy. 

 
4.8.5)  Assigning Asset Owners 

All important information assets must have a nominated owner and should be 

accounted for.  An owner must be a member of staff whose seniority is appropriate 

for the value of the asset they own.  The owner’s responsibility for the asse t, and the 

requirement for them to maintain it, should be formalised and agreed. 

 

Information should be destroyed if there is no legal or operational need to keep it and 

temporary owners should be assigned within each department to ensure that this is 

done.  (See the Records Management, Retention & Disposal section of the 

FRMAT Information Governance toolkit). 

 

 
4.8.6) Information Assets with Short Term or Localised Use 

For new documents that have a specific, short term localised use, the creator of the 

document will be the originator.  This includes letters, spread sheets and reports 
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created by staff.  All staff must be informed of their responsibility for the documents 

they create.  

 
4.8.7) Corporate Information Assets 

For information assets which are used throughout the organisation and which 

originate as a result of a group or strategic decision, a corporate owner must be 

designated and the responsibility clearly documented.  This should be the person 

who has the most control over the information. 

 
4.8.8) Acceptable Use of Information Assets 

Acceptable Use Policies (AUP) for information assets, systems and services should 

apply to all Five Rivers Multi Academy Trust Executives, Committees, Departments, 

Partners, Employees, contractual third parties and agents of the business.  Use of 

the system must be conditional on acceptance of the appropriate AUP.  This 

requirement must be formally agreed and auditable.  As a minimum, this will include 

the Staff ICT Acceptable Use Policy. 

 
Information Storage and Access 

 

4.8.9) Paper and electronic records will be stored securely with appropriate 

environmental controls and higher levels of security around sensitive personal 

data: 

 Paper records will be stored in lockable offices, cabinets and drawers with higher 
levels of security around sensitive personal data.  

 Keys to such offices, cabinets and drawers will be stored securely and records will be 
locked away when staff are absent for extended periods e.g. overnight.  

 Appropriate environmental controls will be in place to protect paper records from 
threats such as fire or water ingress. 

 A clear screen and clear desk culture is in place, with regular checks to ensure 
compliance. 

 Screens must be locked when staff are away from their desks. 

 

4.8.10) Secure storage arrangements have been established to protect records and 

equipment and to prevent loss, damage, theft or compromise of personal data: 

 Paper records and mobile computing devices are locked away when not in use 
('clear desk and equipment').  

 Staff should promptly collect documents from printers, fax machines and 
photocopiers, and these devices should be switched off outside business hours.  

 Any scanned documents should be saved to individuals’ folders and immediately 
deleted from the shared scan folders. 

 Secure printing has been implemented on shared staff printer/copiers.  

 

4.8.11) Access to records storage areas is restricted in order to prevent unauthorised 

access, damage, theft or loss.  Access is role based in line with the principle of 

least privilege and checked regularly. 

 

 

Security of networks and electronic records 

 

4.8.12) A process is in place to assign user accounts to authorised individuals and  to 

remove them when no longer appropriate: 
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 Access to systems holding personal data is authorised by management.  

 Files which are identified as a potential security risk are stored only in secure network 
areas. 

 User permissions are restricted to the absolute minimum (or ‘least privilege’). 

 Each user is assigned their own username and password to ensure accountability.  

 Role based user profiles and access levels are implemented to ensure that access to 
systems is given only to those roles that require it in order to complete their work. 

 All network and application user access lists are reviewed at least annually.  

 Robust starter, mover and leaver processes are in place to avoid the risk of 
unauthorised access or the accrual of unnecessary access levels. 

 Strong passwords should be set for both network and systems access. 

 Regular password changes are enforced and the number of failed login attempts is 
limited. 

 Passwords are not to be written down or recorded in accessible locations or systems 
logs. 

 Passwords should be promptly disabled when a user changes duties or leaves the 
business. 

 User activity is monitored to detect any anomalous use. 

 

4.8.13) Back-up of electronic information: 

All electronic information will be stored on centralised facilities to allow regular 

backups to take place. 

 A process is in place to routinely back up electronic information to help restore it in 
the event of disaster. 

 Backups are kept in a secure location - ideally away from the business premises 

 The restoration of personal data is tested regularly to check the effectiveness of the 
back-up process. 

 

4.8.14) Logging system activity: 

 A process is established to log and monitor user and system activity to identify and 
help prevent data breaches (see 4.4) 

 Inbound and outbound network traffic is continuously monitored to identify unusual 
activity or trends that could indicate an attack. 

 A system is implemented to log user access to systems holding personal data in 
support of access control policy. 

 All monitoring and logging complies with any legal or regulatory constraints, and staff 
are made aware of any monitoring. 

 

4.8.15) Software is kept up-to-date and the latest security patches are applied: 

 The latest versions of operating systems, web browsers and applications are in use.  

 These are updated regularly to help prevent the exploitation of unpatched 
vulnerabilities. 
 

4.8.16) FRMAT ensures the protection of personal data in networks: 

 Firewalls monitor and restrict network traffic based on an agreed set of rules.  

 The impact of data breaches is minimised by segmenting and limiting access to 
network components that contain personal data. (For example, the web server is 
separate from the main file server. If the website is compromised then the attacker 
will not have direct access to the central data store.) 
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4.8.17) ICT equipment 

 

 ICT equipment is securely configured on installation to provide only the functionality 
and services required.  An inventory of ICT equipment is maintained. 

 Malware protection software is installed (and regularly updated) to regularly scan the 
computer network in order to detect and prevent threats.   

 
Transporting records 

 

4.8.18) There are tracking mechanisms to record the movement of manual records and 

ensure their security between office and storage areas, and also in instances 

where records are taken off-site.  Appropriate measures are in place for the 

transfer of electronic records off-site to protect personal data from loss or 

theft: 

 Appropriate procedures are in place to ensure it is known which records are off-site 
and who is holding them so they can be recovered if necessary or destroyed when 
they reach the end of their retention period. Tracking mechanisms record the 
movement and ensure the security of manual records between office and storage 
areas.  

 Before any files are removed from any academy site, authorisation must be granted 
by the Trust’s Data Protection Lead who will vet the risks and either approve or reject 
the request. 

 An appropriate form of transport e.g. secure courier, is used for sensitive personal 
information. 

 Transfers are logged in and out where appropriate and checks are in place to ensure 
that data is received. Security measures such as lockable containers, tamper evident 
packaging or removal from public view / accessibility are in use. 

 

4.8.19) Access to premises 

 

 Entry controls restrict access to premises, including doors, locks, alarms, security 
lighting and CCTV. Access within academy premises is also controlled and visitors 
are supervised.  

 There is an ID badge system for all staff. 

 Servers are located in a separate room and protected by additional controls. 
 

4.8.20) Disposal of records 

 

Records management and retention guidance is followed, and there is a 

process to securely dispose of records and equipment when no longer 

required: 

 Confidential waste bins and secure storage is used whilst awaiting disposal of paper 
records or hardware containing personal data. 

 Paper records are securely disposed of by shredding/incineration. 

 If a provider is used to erase data and dispose of/recycle computers, steps are taken 
to make sure they do it adequately.  A log is kept and certificates of destruction are 
retained. 

 

4.8.21) Mobile working 

 

The MAT has devised rules for authorising and managing mobile working: 
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 Laptops are encrypted and phones are password protected. 

 Remote workers must save files on the central drive, not on the laptop. 
 Personal data should be minimised and encrypted on mobile devices. 

 Personal data is protected in transit by a secure remote working solution (a VPN).  

 Mobile devices are subject to access controls or software solutions such as PIN 
access or encryption. 

 An inventory is kept of all mobile devices used in the organisation and who they are 
issued to. 

 
4.8.22) Disclosure of Information 

 

 An official email legal disclaimer is appended to any email sent.  
 When sending emails externally to groups of people, distribution lists or blind copying 

should be used so that individuals’ email addresses are protected.  

 Emails containing personal information should be encrypted and the password sent 
separately. 
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SECTION FIVE: PROCEDURE FOR RESPONDING TO 
SUBJECT ACCESS REQUESTS 
 

 
Procedures for responding to subject access requests made under the Data 
Protection Act 1998 
 
5.1)  Rights of access to information 

Under the Data Protection Act 1998 there are two distinct rights of access to 
information held by academies about pupils: 

 
a) Any individual has the right to make a request to access the personal information 

held about them. (A parent/guardian may also make a request to access the 
personal information held about a child – see below); 

 
b) The right of those entitled to have access to curricular and educational records as 

defined within the Education Pupil Information (Wales) Regulations 2004.  
 
 
5.2)  Actioning a subject access request 

a) Requests for information must be made in writing; which includes email, and be 
addressed to the Principal/Head of School of the academy in question. If the initial 
request does not clearly identify the information required, then further enquiries will 
be made. 

 
b) In all cases, the identity of the requester must be established before the disclosure 

of any information. If the request is made by a parent/guardian on behalf of the 
child, then checks should also be carried out regarding proof of relationship to the 
child. Evidence of identity can be established by requesting production of:  

 

 passport 
 driving licence 

 utility bill with the current address 

 birth / marriage certificate 

 P45/P60 
 Credit card or mortgage statement 

NB this list is not exhaustive. 
 
c) Any individual has the right of access to information held about them. However with 

children, this is dependent upon their capacity to understand (normally age 12 or 
above) and the nature of the request. The Principal/Head of School should discuss 
the request with the child and take their views into account when making a decision. 
A child with competency to understand can refuse to consent to the request for their 
records. Where the child is not deemed to be competent an individual with parental 
responsibility or guardian shall make the decision on behalf of the child. 

 
d) The academy may make a charge for the provision of information, dependent upon 

the following: 

 
 

i. Should the information requested contain the educational record then the 
amount charged will be dependent upon the number of pages provided; 
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ii. Should the information requested be personal information that does not include 

any information contained within educational records, schools can charge up to 
£10 to provide it; 

 
iii. If the information requested is only the educational record, viewing will be free, 

but a charge not exceeding the cost of copying the information can be made by 
the Principal/Headteacher. 

 
iv. The response time for subject access requests, once officially received, is 40 

days (not working or academy days but calendar days, irrespective of 
academy holiday periods). However the 40 days will not commence until after 
receipt of fees or clarification of information sought. 

 
v. The Data Protection Act 1998 allows exemptions as to the provision of some 

information; therefore all information will be reviewed prior to disclosure. 
 

vi. Third party information is that which has been provided by another party, such 
as the Police, Local Authority, healthcare professional or another school / 
academy. Before disclosing third party information, consent should normally be 
obtained. There is still a need to adhere to the 40 day statutory timescale.  

 
vii. Any information which may cause serious harm to the physical or mental health 

or emotional condition of the pupil or another should not be d isclosed, nor 
should information that would reveal that the child is at risk of abuse, or 
information relating to court proceedings. 

 
viii. If there are concerns over the disclosure of information, then additional advice 

should be sought. If anyone requests personal data who has no right to it, then 
the request will be refused and the grounds stated (contravention of the Data 
Protection Act).  

 
ix. Persistent or unreasonable requests: the Data Protection Act does not limit the 

number of subject access requests an individual can make to any organisation. 
However, it does allow some discretion when dealing with requests that are 
made at unreasonable intervals. The Act says that you are not obliged to 
comply with an identical or similar request to one you have already dealt with, 
unless a reasonable interval has elapsed between the first request and any 
subsequent ones. 

 
e) Where redaction (information blacked out/removed) has taken place then a full copy 

of the information provided should be retained in order to establish, if a complaint is 
made, what was redacted and why. 

 
f) Information disclosed should be clear, thus any codes or technical terms should be 

clarified and explained. If information contained within the disclosure is difficult to 
read or illegible, then it should be retyped. 

 
g) Information can be provided at the academy with a member of staff on hand to help 

and explain matters if requested, or provided at face to face handover. The views of 
the applicant should be taken into account when considering the method of delivery. 
If postal systems have to be used, then registered/recorded mail must be used.  
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5.3)  Complaints 
a)  Complaints about the above procedures should be made to the Chair of the Trust 

Board, who will decide whether it is appropriate for the complaint to be dealt with in 
accordance with the Trust’s or the academy’s complaint procedure. Complaints 
which are not appropriate to be dealt with through the Trust’s/academy’s complaints 
procedure can be dealt with by the Information Commissioner. Contact details of 
both will be provided with the disclosure information. 

 
 
5.4)  Contacts 

a)  If you have any queries or concerns regarding these policies / procedures please 
contact the Principal/Head of School of the academy in question. 

 
b)  Further advice and information can be obtained from the Information 

Commissioner’s Office, www.ico.gov.uk or telephone 0303 123 1113. 
 

 
Principals/Heads of School are responsible for ensuring the subject access 
procedure is displayed on the academy website.  
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SECTION SIX: FREEDOM OF INFORMATION:  
PUBLICATION REQUIREMENTS AND RESPONDING 
TO REQUESTS 
 
6.1)  Introduction 
 
The Freedom of Information Act 2000 (FOIA) provides public access to recorded information 
held by public authorities such as state-funded schools and academies. 
 
Recorded information includes printed documents, computer files, letters, emails, 
photographs and sound or video recordings. 
 
The FOIA places two main obligations on our academies:  

 They must publish certain information proactively; and  
 They must respond to requests for information. 

 
The Act does not give people access to their personal data. If a member of the public wants 
to see information that an academy or the Trust holds about him/her, he/she should make a 
Subject Access Request under the Data Protection Act 1998 (DPA) (see the Subject Access 
Policy within this toolkit) 
 
6.2)  Publishing Information: Mandatory action for academies within FRMAT 
 
All academies within FRMAT (and the FRMAT itself) are required to create the following 
publication scheme and make it available to the public as part of its normal business 
activities, e.g. on websites: 
 
 
 
NAME OF ACADEMY: ………………………………………………………… 

(Part of Five Rivers Multi Academy Trust) 
 

LOGO 
 

FREEDOM OF INFORMATION PUBLICATION SCHEME 
 
The Freedom of Information Act 2000 (FOIA) gives the public the right of access to 
information produced in the course of the academy’s work. There are exemptions to this 
right. In particular, data about living, identifiable people (‘personal data’) continues to be 
covered by the Data Protection Act and is not generally publicly available except to the 
‘subject’ of the data – that is, the person whom the data is about.  
 
Five Rivers’ Trust Board has responsibility for ensuring that the Academy complies with the 
FOIA.  
 
The academy has adopted the model scheme developed by the Information Commissioner ’s 
Office (ICO). This Freedom of Information Publication Scheme lists all the documents which 
the academy will make public as a matter of routine.  
 
If the information you are looking for is not available via our Freedom of Information 
Publication Scheme, you can make a request for the information you require in writing.  
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This publication scheme commits the academy to make information available to the public as 
part of its normal business activities. The information covered is included in the classes of  
information mentioned below, where this information is held by the academy.  
 
Additional assistance is provided to the definition of these classes in sector specific guidance 
manuals issued by the Information Commissioner. 
 
The scheme commits the academy: 
 

 To proactively publish or otherwise make available as a matter of routine,  information, 
including environmental information, which is held by the academy and falls within the 
classifications below. 

 To specify the information which is held by the academy and falls within the 
classifications below. 

 To proactively publish or otherwise make available as a matter of routine, information  in 
line with the statements contained within this scheme. 

 To produce and publish the methods by which the specific information is made routinely 
available so that it can be easily identified and accessed by members of the  public. 

 To review and update on a regular basis the information the academy makes available 
under this scheme. 

 To produce a schedule of any fees charged for access to information which is made 
proactively available. 

 To make this publication scheme available to the public. 
 

 
CLASSES OF INFORMATION 
 
Who we are and what we do 
Organisational information, locations and contacts, constitutional and legal governance.  
 
What we spend and how we spend it 
Financial information relating to projected and actual income and expenditure, tendering,  
procurement and contracts. 
 
What our priorities are and how we are doing 
Strategy and performance information, plans, assessments, inspections and reviews.  
 
How we make decisions 
Policy proposals and decisions. Decision making processes, internal criteria and procedures,  
consultations. 
 
Our policies and procedures 
Current written protocols for delivering our functions and responsibilities. 
 
Lists and registers 
Information held in registers required by law, and other lists and registers relating to the 
functions of the academy. 
 
The Services we offer 
Advice and guidance, booklets and leaflets, transactions and media releases. A description 
of the services offered. 
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The classes of information will not generally include: 

 Information the disclosure of which is prevented by law, or exempt under the  
Freedom of Information Act, or is otherwise properly considered to be protected from 
disclosure. 

 Information in draft form. 

 Information that is no longer readily available as it is contained in files that have been 
 placed in archive storage, or is difficult to access for similar reasons. 

 
 
THE METHOD BY WHICH INFORMATION PUBLISHED UNDER THIS SCHEME WILL BE 
MADE AVAILABLE 
 
The academy will indicate clearly to the public what information is covered by this scheme 
and how it can be obtained. 
 
Where it is within the capability of the academy, information will be provided on a website.  
 
Where it is impracticable to make information available on a website or when an individual 
does not wish to access the information by the website, the academy will indicate how 
information can be obtained by other means and provide it by those means.  
 
In exceptional circumstances, some information may be available only by viewing in person. 
Where this manner is specified, contact details will be provided. An appointment to view the 
information will be arranged within a reasonable timescale. 
 
Information will be provided in the language in which it is held or in such other language that  
is legally required. Where the academy is legally required to translate any information, it will 
do so. 
 
Obligations under disability and discrimination legislation and any other legislation to provide  
information in other forms and formats will be adhered to when providing information in  
accordance with this scheme. 
 
 
CHARGES WHICH MAY BE MADE FOR INFORMATION PUBLISHED UNDER THIS 
SCHEME 
 
The purpose of this scheme is to make the maximum amount of information readily available  
at minimum inconvenience and cost to the public. Charges made by the academy for 
routinely published material will be justified and transparent and kept to a minimum. 
Material which is published and accessed on a website will be provided free of charge.  
 
Charges may be made for information subject to a charging regime specified by Parliament.  
 
Charges may be made for actual disbursements incurred such as: 

• Photocopying 
• Postage and packaging 
• The costs directly incurred as a result of viewing information  

 
Charges may also be made for information provided under this scheme where they are  
legally authorised, they are made in all the circumstances, including the general principles of 
the right of access to information held by academies, justified and are in accordance with a 
published schedule or schedules of fees which is readily available to the public.  
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If a charge is to be made, confirmation of the payment due will be given before the 
information is provided. Payment may be requested prior to provision of the information. 
 
 
WRITTEN REQUESTS 
Information held by the academy that is not published under this scheme can be requested 
in writing, when its provision will be considered in accordance with the provisions of the 
Freedom of Information Act. 
 
 
CONTACT DETAILS 
 
INSERT GENERAL ENQUIRIES EMAIL ADDRESS 
TELPHONE NUMBER 
FAX NUMBER 
FULL POSTAL ADDRESS 
 
THE METHOD BY WHICH INFORMATION PUBLISHED UNDER THIS SCHEME WILL BE 
MADE AVAILABLE 
 
The following table identifies the information which meets the requirements of the 
Information Commissioner. 
 
 
GUIDE TO INFORMATION AVAILABLE FROM THE ACADEMY UNDER THE FREEDOM 
OF INFORMATION PUBLICATION SCHEME: 
 
INFORMATION TO BE PUBLISHED HOW THE 

INFORMATION 
CAN BE 
OBTAINED 

COST 

CLASS 1: WHO WE ARE AND WHAT WE DO 
Who’s who in the academy School Website FREE 

Governing body/Trust Board, basis of their appointment 
and method of contact 

School Website FREE 

Articles of Association Trust Website FREE 

Session times and term dates School Website FREE 
Location and key contact information School Website  FREE 
CLASS 2: WHAT WE SPEND AND HOW WE SPEND IT 

Annual budget plan Hard copy See charges 
Audited financial statements Trust Website FREE 

Capital Funding Hard copy See charges 
Additional Funding Hard copy See charges 

Procurement and contracts Hard copy See charges 
Pay Policy Hard copy See charges 
Staffing and grading structure Hard copy See charges 

CLASS 3: WHAT OUR PRIORITIES ARE AND HOW WE ARE DOING 
Government supplied performance data Hard copy See charges 

Latest Ofsted report, including full report School Website FREE 
Performance management policy and procedures 
adopted by the Trust 

School Website FREE 

Child protection and safeguarding policies School Website  FREE 

CLASS 4: HOW WE MAKE DECISIONS 
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Admissions policy School Website FREE 

Minutes of meetings of Trust Board and Committees Hard copy See charges 
Committee Terms of Reference Trust Website FREE 

CLASS 5: OUR POLICIES AND DECISIONS 
School policies School Website FREE 

Pupil and curriculum policies School Website FREE 
Record management and personal data policies School Website FREE 
Equality and Diversity School Website FREE 

Policies and procedures for recruitment of staff Hard copy See charges 
Charging and Remissions School Website FREE 

 

CLASS 6: LIST AND REGISTERS 
Curriculum circulars and statutory instruments Department of 

Education  
 

CLASS 7: THE SERVICES WE OFFER 

School publications e.g. newsletter School Website FREE 
Services for which the school is entitled to recover a fee, 
together with those fees 

School Website FREE 

Extra-curricular activities and after school clubs School Website FREE 

Other leaflets and newsletters Hard copy or 
website 

FREE 

 
 
Schedule of Charges 
Types of Charge Description Basis of Charge 

Disbursement of cost Photocopying / printing at 5p 
per sheet (black and white) 
 

Actual cost 

 Photocopying / printing at 
15p per sheet (colour) 

Actual cost 

 Postage Actual cost of Royal Mail 
standard 2nd class 
 

Statutory Fee  In accordance with the 
relevant legislation 
 

 
 
PAYING FOR INFORMATION 
 
Information published on the academy website is free. Single copies of information covered 
by this publication are provided free unless stated otherwise. However, there may be a 
charge if the request: 
 

• Requires a lot of printing or photocopying 
• Incurs a large postage charge 
• Requires a priced item e.g. some printed publication or video. 
 

In such instances, you will be notified in advance. 
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6.3)   Responding to Freedom of Information Requests 
 
For a request to be valid under the FOIA, it must be in writing, but requesters do not have to 
mention the Act or direct their request towards the correct member of staff.  
 
The academy does not have to treat every enquiry formally as a request under the Act.  
 
General enquiries should be dealt with in the usual way. The FOIA comes into force only 
where: 
 
•  the requested information cannot be provided straight away 
•  the requester makes it clear that he/she requests a response under the Act 
 
Under the FOIA, academies have 20 school days to respond to a request, or 60 working 
days if this is shorter. 
 
The following individuals are responsible for responding to FOI requests:  
 
 Within Tinsley Meadows Primary Academy: Allison Brunt (Business Support 

Manager) under the guidance of Deborah Sanderson (Head of School and Academy 
Data Protection Lead) 

 Within Abbeyfield Primary Academy: Vanessa Lomas (PA) under the guidance of 
Helen Best (Principal and Academy Data Protection Lead) 

 Within FRMAT Central Team: Alison Brigden (PA) under the guidance of Emma 
Farmer (Director of Business Strategy and Trust Data Protection Lead)  

 
In all cases, the Trust should be notified that a FOI request has been received. This 
will enable the Central Team to monitor and support adherence to the procedure. 
 
The Information Commissioner’s guidance for academies sets out questions that the 
delegated person at the academy should ask when handling a request. For example: 
 

 Does the school hold the information? 
 Has the information requested already been made public? 

 Could a third party's interests by affected by disclosure? 
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The ICO has also produced a flowchart which provides an overview of the steps to follow 
when handling a request for information. All academies within FRMAT must adhere to this 
when responding to an FOI request: 
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Requests can be refused in certain circumstances.  
 
ICO guidance on refusing requests for information indicates that academies can refuse a 
request for information made under the FOIA in the following circumstances:  
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 It would cost too much or take too much staff time to deal with the request. Academies 
can refuse an information request if the cost of compliance exceeds £450 

 The request is vexatious. When assessing whether a request is vexatious, the Act 
permits you to take into account the context and history of a request, including the 
identity of the requester and your previous contact with him/her  

 The request repeats a previous request from the same person. You can normally refuse 
to comply with a request if it is identical or substantially similar to one you previously 
complied with from the same requester 

 
For more information on Freedom of Information please go to: 
 
www.ico.org.uk 
 
 

 
 
  

http://www.ico.org.uk/
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SECTION SEVEN: POLICY FOR THE USE OF 
CLOSED CIRCUIT TELEVISION (CCTV) IN 
ACADEMIES 
 
7.1)  Definitions 

 “the Trust” – Five Rivers Multi Academy Trust 

 "the academy” – The school  
 
7.2)  Introduction 
 
7.2.1)  The purpose of this policy is to regulate the management, operation and use of 

closed circuit television (CCTV) systems within the Five Rivers’ academies. 
 
7.2.2)  This Code follows Data Protection Act guidelines. All CCTV systems and data are 

owned by the Trust. 
 
7.2.3)  CCTV may be used in our academies for the following purposes only: 
 

 To protect the academy buildings and assets of the school. 

 To increase personal safety and reduce the fear of crime. 

 To support the Police in a bid to deter and detect crime. 

 To assist in the operational running of the academies. 
 
7.2.4)  CCTV cannot and will not be used to monitor the performance of staff or in any other 

way that could be deemed highly intrusive and in direct breach of the Data Protection 
Act.  

 
7.2.5)  It is important to note that the location of the CCTV cameras should be chosen with 

great care and should not be erected in places where individuals would have a 
reasonable expectation of privacy (such as changing rooms and bathrooms). In 
general, CCTV cameras on academy premises will be erected in a fixed place and 
should not be rotated/ trained on particular individuals or events.  

 
7.2.6)  Cameras may be used to monitor activities within the academy and its car parks and 

other public areas to identify criminal activity actually occurring, anticipated, or 
perceived, and for the purpose of securing the safety and wellbeing of the school and 
its staff, pupils and visitors. Academies should, however, ensure to the greatest 
extent possible, that there is no (or only minimal) recording of passers-by or another 
person’s private property 

 
7.3)  Statement of intent 
 
7.3.1)  The CCTV system will be registered with the Information Commissioner under the 

terms of the Data Protection Act 1998 and will seek to comply with the requirements 
both of the Data Protection Act and Commissioner's Code of Practice. It is the 
responsibility of the Principal / Head of School to ensure that all CCTV systems are 
registered with the Information Commissioner’s Office. All academies a re required to 
register annually with the ICO. 

 
7.3.2)  The academy is responsible for treating the CCTV system and all information, 

documents and recordings obtained and used, as data which is protected by the Data 
Protection Act. 
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7.3.3)  Any CCTV system installed in an academy should be compliant with the Data 

Protection Act, Human Rights Act and Regulatory Investigation Powers Act.  
 
7.3.4)  Any CCTV cameras installed within our academies are focused on the academy 

building(s) and on entrances and exits. 
 
7.3.5)  The CCTV system should be accessible only by the Principal or other school 

employees who need to have access to the data (such as the Deputy Principal in the 
Principal’s absence or a designated individual). An access log should be maintained 
by the academy stating who accessed the recordings/images, on what dates and 
times and for what purposes. This log will be monitored by the Trust as a means of 
measuring compliance. 

 
7.3.6)  Materials or knowledge secured as a result of CCTV are not to be used for any 

commercial purpose.  
 
7.3.7)  Information transferred to CD/DVD (or other appropriate media) should be used only 

for the investigation of a specific crime or incident.  
 
7.3.8)  Release to the media will be allowed only with the written authority of the police if this 

is required by them as part of a police investigation. 
 
7.3.9)  It is important that CCTV recordings are securely stored in a locked location and that 

the images are safely deleted at regular intervals. The retention period for CCTV   
images/recordings should be a maximum of 28 days, unless the CCTV 
images/recordings capture issues (such as criminal behaviour or a risk to health and 
safety) and the CCTV images/recordings are retained to investigate that issue. 

 
7.3.10) Warning signs (like the one illustrated below), as required under the Data Protection 

Act, are to be placed at key points within our academy buildings.  

 

 
 
7.3.11) Where the CCTV is operated or controlled by a third party (such as a commercial 

security company), the academy must put a written data processing agreement in 
place with that security company. 

 
7.3.12) All academies are required to adhere to the policy on the use of CCTV and any 

irregularities or deviation from this policy are subject to approval by the Trust.  
 
7.3.13) Before the installation of any new CCTV systems, the academy should carry out a 

Privacy Impact Assessment (see Section 2, Appendix 3) 
 

https://www.google.co.uk/imgres?imgurl=https://images-na.ssl-images-amazon.com/images/I/71-jQShbFTL._SY450_.jpg&imgrefurl=https://www.amazon.co.uk/CCTV-Window-Sticker-Security-Warning/dp/B00C97JMUG&docid=w2IZBdFnPn80fM&tbnid=1rUyus24XO10WM:&vet=10ahUKEwiYxr6r2fHTAhVrCMAKHcbaA6EQMwglKAEwAQ..i&w=300&h=450&safe=strict&bih=906&biw=1280&q=cctv warning sign&ved=0ahUKEwiYxr6r2fHTAhVrCMAKHcbaA6EQMwglKAEwAQ&iact=mrc&uact=8
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7.4)  Further Information 
 
7.4.1)  For further information and guidance on the use of CCTV in academies please see 

links below: 
 

 www.ico.org.uk  

 0114 2441842 (Emma Farmer, Trust Information Officer)   

http://www.ico.org.uk/
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SECTION EIGHT: TAKING PHOTOGRAPHS IN 
SCHOOLS 
 
8.1)  Introduction 
8.1.1)  It is important that children feel happy with their achievements and have photographs 

and films of their special moments. Family and friends also want to be able to share 
the successes of their children when they have been part of a special event or 
activity.  

 
8.1.2)  However, it is also important to be aware of the various data protection and 

safeguarding issues when taking photos or filming at events. The potential for misuse 
of images can be reduced if academies are aware of the potential risks and dangers 
and put appropriate measures in place.  

 
8.1.3)  Some of the potential risks of photography and filming at events include:  
 

 children may be identifiable when a photograph is shared with personal 
information 

 direct and indirect risks to children and young people when photographs are 
shared on websites and in publications with personal information 

 inappropriate photographs or recorded images of children 

 inappropriate use, adaptation or copying of images. 
 
8.2)  Policy for taking and sharing photographs  
 
8.2.1)  The Data Protection Act (DPA) is unlikely to apply in many cases where photographs 

are taken in schools and other educational institutions.  
 
8.2.2)  Where the DPA does apply, a common sense approach suggests that if the 

photographer asks for permission to take a photograph, this will usually be enough to 
ensure compliance. Academies within FRMAT are required to develop systems 
whereby written parental consent is obtained at the point of admission.  

 
8.2.3)  When using digital images, staff should inform and educate pupils about the risks 

associated with the taking, use, sharing, publication and distribution of images. In 
particular they should recognise the risks attached to publishing their own images on 
the internet e.g. on social networking sites. 

 
8.2.4)  Care should be taken when taking digital / video images that pupils are appropriately 

dressed and are not participating in activities that might bring the individuals or the 
school into disrepute.  

 
8.2.5)  Pupils must not take, use, share, publish or distribute images of others without their 

permission.  
 
8.2.6)  Photographs published on the website, or elsewhere that include students / pupils will 

be selected carefully and will comply with good practice guidance on the use of such 
images. 

 
8.2.7)  Pupils’ work can only be published with the permission of the pupil and their parents 

or carers.  
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8.2.8)  When searching for images, video or sound clips, pupils will be taught about 
copyright and acknowledging ownership. 

 
 
8.2.9)  Photographs taken for official school use may be covered by the DPA and pupils 

should be advised why they are being taken. 
 
Example of official use: 

 Photographs of pupils are taken for building passes. These images are likely to 
be stored electronically with other personal data and the terms of the DPA will 
apply. 

 Photographs of pupils with medical conditions / allergies are taken and displayed 
internally to raise staff awareness and keep the child(ren) safe. These images 
are likely to be stored electronically and manually along with the child’s name 
and class and so the terms of the DPA will apply. 

 
8.2.10) Photographs taken purely for personal use are exempt from the DPA. 
 

Examples of personal use: 

 A parent takes a photograph of their child and some friends taking par t in the 
school Sports Day to be put in the family photo album. These images are for 
personal use and the DPA does not apply.* 

 Grandparents are invited to the school nativity play and wish to video it. These 
images are for personal use and the DPA does not apply.* 

 A small group of pupils are photographed during a science lesson and the photo 
is to be used in the school prospectus. This will be personal data but will not 
breach the DPA as long as the children and/or their guardians are aware this is 
happening and the context in which the photo will be used. 

 
* there might be a question mark over whether or not a photo published on a Facebook 

timeline with no privacy settings could be ‘purely personal’. For this reason, 
FRMAT policy is to ask parents and carers / relatives to refrain from posting 
photographs on social media. This is outlined in the Trust’s E-Safety Policy. 

 
8.2.11) Media use: 
 

An example of media use: 
 A photograph is taken by a local newspaper of a school awards ceremony. As 

long as the school has agreed to this, and the children and/or their guardians are 
aware that photographs of those attending the ceremony may appear in the 
newspaper, this will not breach the DPA. 

 
8.2.12) General guidance for the use of photographs in school 

 
Safeguarding advice from the NSPCC: 

 

 Avoid using children’s names in photograph captions. If a child is named, avoid 
using the photograph. 

 Use a parental permission form to obtain consent for a child to be photographed 
and videoed 

 Obtain the child’s permission to use their image 

 Only use images of children in suitable clothing to reduce the risk of 
inappropriate use. Some activities, for example swimming and drama, present a 
much greater risk of potential misuse. 



   
  Version 4 

 

 

74 | P a g e  
 

 Address how images of children on a website can be misused. Images 
accompanied by personal information, such as the name of a child and their 
hobby, could be used to learn more about a child prior to grooming them for 
abuse. 

 State written expectations of professional photographers or the press who are 
invited to an event. These should make clear the organisation’s expectations of 
them in relation to child protection and data protection. 

 Do not allow photographers unsupervised access to children 

 Do not approve photography sessions outside the event or at a child’s home. 
 
8.2.13) The Principal / Head of School will need to ensure that parents, carers, family 

members and others understand the policy.  
 
8.2.14) These guidance notes should be read in conjunction with the Trust’s E-Safety Policy 

and the Trust’s Safeguarding Policy. 
 
8.3)  Storing images securely 
 
8.3.1)  Images or video recordings of children must be kept securely. Hard copies of images 

should be kept in a locked drawer and electronic images should be in a protected 
folder with access that is restricted to the Data Protection Lead and other designated 
staff members.  

 
8.3.2)  Images should not be stored on unencrypted portable equipment such as laptops, 

memory sticks and mobile phones. 
 
8.3.3)  Staff should avoid using any personal equipment to take photos and recordings of 

children and use only cameras or devices belonging to the academy or Trust. 
 
8.3.4)  Images taken on an academy or Trust device must be uploaded to the secure 

electronic storage location and immediately deleted from the device.  
 
8.3.5)  Academies that are storing and using photographs to identify children and adults for 

official purposes, such as identity cards, should ensure they are complying with the 
legal requirements for handling personal information.  

 
8.4)  Further Information 
 
8.4.1)  Further guidance on the Data Protection Act and other privacy regulations can be 

found on the Information Commissioner's Office (ICO) website. 
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SECTION NINE: COPYRIGHT & LICENSING IN 
SCHOOLS 
 
9.1)  Introduction 
 
9.1.2)  In their day-to-day work, academy staff use a wide range of creative resources – 

such as books, newspapers, websites, TV programmes, films and music. 
 

With such a wide variety of material being used in many different ways, it is easy to 
breach copyright laws. With this in mind, it is important that educational 
establishments have permission to use, copy or adapt the resources that their staff 
are using. 

 
9.2)  What is copyright? 
 
9.2.1)  Copyright gives legal protection to the creators of certain kinds of work so that they 

can control the way they may be exploited. Copyright law in the UK is governed by 
the Copyright, Designs and Patents Act 1988 as amended. 

 
Under the Act, copyright subsists in the following works: 

 Literary works, which include such things as tables, street directories and letters 
as well as literature in the more commonly accepted sense of the term. 

 Computer programs. These are included in the category of literary works.  

 Dramatic works (plays, film scripts, etc.). 

 Musical works. 
 Artistic works, including graphic works, sculptures, maps, photographs 

(irrespective of artistic quality), architecture and works of artistic craftsmanship.  

 Sound recordings. 

 Films, including videos. 
 Broadcasts, including cable programmes. 

 Published editions, i.e. the typographical layout of a literary dramatic or musical 
work. So, the content of a recently published edition of a work written many 
years ago could be out of copyright, but the 'typographical arrangement' would 
not. 

 
9.3)  Copyright Licensing 
 
9.3.1)  On 1 April 2014 the way schools and academies are licensed for copyright changed.  
 
9.3.2)  The Department for Education now provides licences from the following copyright 

management organisations for all primary and secondary state-funded schools in 
England: 

 

 Copyright Licensing Agency 
 Newspaper Licensing Agency 

 Educational Recording Agency 

 Filmbank 

 Motion Picture Licensing Company 
 
9.3.3)  It is not possible to opt out of any of these licences. The academy will not be invoiced 

for them as payment is incorporated into the school funding settlement. Enquiries 
should be directed to the relevant organisation. Academies within FRMAT should 
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note that they retain responsibility in ensuring that all staff comply with the terms and 
conditions of each licence. 

 
9.3.4)  The terms and conditions and coverage of each licence can be viewed on the 

respective websites. 
 

 Copyright Licensing Agency (http://schools.cla.co.uk/) The CLA Education 
licence provides blanket permissions to use text and images from books, 
magazines and journals. Exclusions apply. Access to some digital material is 
now permitted.  

 

 Schools Printed Music Licence (http://schools.cla.co.uk/about-your-
licences/schools-printed-music-licence/). This licence is available to schools 
through the CLA. Schools are permitted to copy sheet music and adapt musical 
work so it can be performed by any instrumental or vocal 

 

 Newspaper Licensing Agency (http://schools.cla.co.uk/about-your-licences/nla-
schools-licence/). This licence is available through the CLA. The schools licence 
allows for the copying of UK national and regional newspapers, worldwide and 
selected business titles as well as online and digital versions of the same. 

 

 Educational Recording Agency (http://www.era.org.uk/). This licence permits the 
recording and use of copies of broadcast (television and radio) material in 
schools. Exclusions apply. The ERA Plus licence has been incorporated in the 
new licence enabling pupils to access resources in school or on-line when 
undertaking school work off-site. Helplines are available through the Centre for 
Education and Finance Management (CEFM). 

 

 Flimbank (http://www.filmbank.co.uk/). This Public Video Screening Licence or 
PVSL permits the showing of top Hollywood, Bollywood and other films in 
schools for extra-curricular activity. 

 

 Motion Picture Licensing Company (http://www.themplc.co.uk/). This licence is 
required for showing films and television programmes from certain film and 
television producers and distributors. 

 
9.3.5)  Whilst these licenses are provided to schools by the DfE, academies are required to 

obtain a license for public performances.   
 
9.3.6)  The Performing Rights Society for Music Licence (PRS) 

(http://www.cefm.co.uk/school.aspx) represents composers’, songwriters’ and music 
publishers’ rights in publicly performed events. The performance must be on a 
licensed site and can be by live performance or by mechanical means (CD’s, radios 
etc). In the UK copyright lasts for 70 years after the death of the composer. 

 
9.3.7)  Certain performances in schools are deemed not to be public performances and are 

therefore outside of PRS control: 
 

 The terms of the Copyright, Designs and Patents Act 1988, Section 34 
subsections (1), (2) and (3) state that performance given by a teacher or pupil for 
the purpose of instruction or at the establishment by any person for the purpose 
of instruction is not a public performance for the purposes of infringement of 
copyright. It must be noted that a person, is not for this purpose, directly 
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connected with the activities of the educational establishment simply because 
he/she is the parent of a pupil at the establishment. 

 PRS view school assemblies to be part of the curriculum and therefore do not 
require a PRS licence. 

 Nativity plays can be difficult to determine and it is advised to contact PRS 
directly to discuss specific requirements. 

 Some music is ‘in the public domain’. This is where copyright has expired but it is 
important to note that popular adaptations, translations and settings may still be 
in copyright. 

 
9.3.8)  The PRS for Music licence will cover a school premises for extracurricular use of 

music.  
 

Those extracurricular performances which need to be licensed include: 

 School concerts 

 Discos and end of term parties or prom-style events 
 Film shows (the licence covers the school for any incidental music contained 

within a film. It does not cover the school to show the film itself. See below)  

 Dance and aerobic classes 

 Parent Teacher Association functions 
 Lettings. 

 Administrative functions such as telephone ‘music on hold’ systems.  
 
9.3.9)  The school licence does not cover:  
 

 ‘Grand right’ performances – this includes dramatico-musicals such as operas, 
musical plays, pantomimes consisting of specially written words and music, son-
et-lumiere and ballets. These rights remain under the control of the copyright 
owner. The Music Publishers Association can assist in finding out who has 
copyright ownership. 

 The placing of music on the internet by the school or the broadcasting of music 
in any way. Separate licences are required for this. Please contact PRS direct ly 
for further information. The licence fee will need to be met from the individual 
school’s budget. 

 The recording of a concert or recital by any method including video. This requires 
permission from the Mechanical Copyright Protection Society (MCPS) who 
control the re-recording of musical works on behalf of their members. See 
www.prsformusic.com. MCPS sit under the broader PRSforMusic brand. 

 The tariff for academies does not apply to performances at separately operated 
community centres and youth clubs which are situated on the school premises 
and are owned or controlled by either the local authority or by a voluntary school 
under its authority. It is therefore the responsibility of the school to ensure that 
there is sufficient licence cover for activities of any group that make use of the 
school’s premises regardless of any hire charges or the terms and conditions of 
hire. In short, it is the venue that needs to be licensed rather than the 
organisation. 

 
9.4)  Off-site performances by the school. 
 
9.4.1)  Phonographic Performance Ltd (PPL) Licence (http://cefm.co.uk/pplschools.aspx). 

PPL is not the same as PRS. Whenever copyrighted pre-recorded music or a sound 
recording is played in a non-curricular setting at a school premises (including 
nurseries, play groups and pre-schools run by the school) then a PPL licence is 
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required in addition to a PRS for music licence. PPL looks after the rights of the 
record companies, performers and musicians. 

 
9.4.2)  The following non curricular performances will be covered under the licence as long 

as it is used by teachers, pupils or individuals with direct affiliations to the life of the 
school, e.g. Parent Teacher Associations, as long as any profit or benefit goes 
directly to the school. 

 

 Specially featured entertainment such as discos, end of term parties and music 
quizzes 

 Background music by playing radios, CDs, tapes 

 Dance and aerobic sessions 
 School fetes (where music is played) 

 TV and films - PPL covers the premises for the incidental music only contained in 
the film’s showing. 

 Music on hold facilities on telephone systems. 
 
The school licence will not cover: 

 Any buildings open to the public not directly associated with the school and/or 
operated on a commercial basis 

 Any public performances of sound recordings at events run by a party other than 
the school or where any profit or benefit does not go entirely to the school. (see 
your lettings policy) 

 Any other commercial or other activity that could be reasonably considered to be 
outside the normal activities of a school 

 Use of jukeboxes 

 Online radio broadcasting. The school will have responsibility for organising and 
funding the appropriate licences. 

 
 
9.5)  Additional Licensing Requirements 
 
9.5.1)  Student Radio Stations 
9.5.1a) An additional PPL Long Term Student Radio Licence will be required if there is a 

student radio station operating in the academy which includes recorded music in the 
broadcast. Broadcast could be via low powered AM/FM frequencies or hardwire 
(music stored on a computer and wired to speakers/intranet within the school 
premises).  

 
There should be no payment made for reception of the service.  

 
This licence continues from one academic year to the next without the need to 
reapply. It also allows for the making and storing of up to 10,000 digital copies of PPL 
repertoire for the purpose of broadcast. Dubbing rights cost extra.  

 
There are two types of licence available for each type of broadcast. One allows for 
year-long broadcast whilst the other restricts broadcast to between the standard 
academic terms.  

 
9.5.1b) Broadcast via the internet or an intranet accessible outside the school premises 

requires a separate online licence, the PPL Webcaster Licence. 
PPL will not require regular reports on music usage but reserves the right to request 
such reports as and when it deems appropriate. 
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For further information see http://www.ppluk.com/I-play-music/Radio-
Broadcasting/Radio-types/Student-radio/ 

 
9.5.1c) Please note that any student radio service broadcasting on AM/FM for a period of 28 

days or less will need to obtain a PPL Short Term Restricted Service Licence.  
 
9.5.1d) As well as licences from PPL, schools will also need additional licences from PRS. 

The Long Term Radio and the Short Term Radio licences can be obtained direct from 
PRS. See radiolicensing@prsformusic.com. The Limited Online Music Licence will 
cover schools for performing and mechanical rights for most types of small scale 
online and mobile services. Prices vary according to the type of service and it is 
possible to be charged pro-rata if music is limited to certain times of the year. 

 
9.5.2)  Mechanical Copyright Protection Society Ltd (MCPS) 

http://www.prsformusic.com/pages/default.aspx 
 
9.5.2a) MCPS represents members’ mechanical rights whenever a piece of music is 

reproduced on a physical product. There are various licences available but the one 
most likely to be applicable to schools is the one off ‘Limited Manufacture’ (LM) 
licence. On-line application is available. This licence is required when a school wants 
to make and sell DVDs of a school play or a CD of a choir or orchestra performance. 
Currently it covers the recording of music onto audio and AV productions namely CD, 
cassette, minidisk, vinyl, DAT, DVD, Blu-ray disc, HD-DVD, VHS and CDRom. 
However, to qualify, music content must be less than 120 minutes and it must not be 
made commercially available through a third party distributor. 

 
Schools must also be aware that it may not cover all rights to produce and distribute 
the product. For example, the use of ‘dramatico-music’ (ballet, musical, opera and 
burlesque) requires the organisation to acquire ‘grand rights’ from the copyright 
owner. It also covers student films that are shown only as part of the student’s 
coursework, educational assessment, student competition or a student’s personal 
portfolio. 

 
9.5.3)  Christian Copyright Licensing International (CCLI) (http://www.ccli.co.uk/main.cfm) 
 
9.5.3a) The learning of a hymn or sacred song within a classroom situation allows for the 

handwriting of words onto flipchart only. This may not then be photocopied and used 
in Collective Worship. A licence will allow schools to use authorised song words in 
Collective Worship. 

 

 The Collective Worship Copyright Licence (CWCL) allows schools to reproduce 
the words of many hymns and worship songs in a number of formats, to store 
them electronically for use with projection systems and to create songbooks for 
use in school. This licence does not cover specific song books but rather the 
words of over 150,000 hymns and songs. It is also possible to record the live 
music of presentations for limited circulation. 

 The Collective Worship Music Reproduction Licence (CWMRL) is a 
supplementary licence to the above. It allows the licence holder to photocopy 
music for Collective Worship from authorised music publications. 

 If academies do not wish to obtain a licence then they can purchase hymnbooks 
whereby the necessary permission/fees are included in the purchase price but 
note that buying a single copy and photocopying it for class use will not suffice. 
The alternative is to purchase a commercially published hymnbook containing 
photocopiable masters such as ‘Complete Come and Praise’ produced by BBC 
Active for use in Collective Worship. 

http://www.ppluk.com/I-play-music/Radio-Broadcasting/Radio-types/Student-radio/
http://www.ppluk.com/I-play-music/Radio-Broadcasting/Radio-types/Student-radio/
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9.5.4)  Ordnance Survey’s ‘Digimap for Schools’ http://www.digimapforschools.edina.ac.uk  
 
9.5.4a) ‘Digimap for Schools’ is an online mapping service providing current and historical 

Ordnance Survey maps for viewing and printing.  
 

Each style of Ordnance Survey map in Digimap for Schools is updated at a different 
point during the year. Some of the maps are updated twice a year in Digimap for 
Schools, others like the most detailed mapping, are updated annually.  
 
The oldest aerial photography will be updated as Getmapping fly parts of the country 
and capture up-to-date photography.  
 
To subscribe to Digimap for Schools the academy needs to complete a subscription 
form online and pay the appropriate annual subscription fee.  

 
 
9.6)  Copyright Images 
 

Copyright is a form of legal protection that is automatically assigned to content 
creators at the moment of creation. In simple terms, the moment you take a 
photograph, you own the copyright to it. In order to qualify for copyright, the individual 
does not need to apply for a legal notice or register the subject for copyright 
protection. The rights to use, amend or sell that image remains with the individual. 

 
Many people assume that if content is online that it is "public domain" and that it is 
not copyrighted. This is not correct. 

 
Content that is published online is still protected by copyright law. If you download 
images from the internet and republish them, use them in posters or newsletters 
without permission, you may be breaking the law. 

 
Five Rivers MAT adopts the following policy for the use of images in school, on social 
media, websites and publications. This should be read in conjunction with Section 8 
of this toolkit (Taking Photographs in Schools): 

 

 Staff should use photographs they have taken themselves wherever possible.  

 Any images downloaded from the web and used in publications should be 
copyright free. This includes images used in displays within school, on social 
media, on websites and on external publications such as newsletters and letters 
to parents. 

 
Staff should note that there are companies charged with regularly searching the web 
and other publications for the illegal use of copyright images. Infringement of 
Copyright legislation can result in large scale fines and is a criminal offence. 

Below is a list of sites (in alphabetical order) containing images that can be freely 
used for educational purposes: 

Note: although many images on these sites are free to use, normally they should be 
credited to the creator in the way specified: 

http://www.digimapforschools.edina.ac.uk/
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 Creative Commons – this site has a search page where you can choose which 
site you want to find ‘free-to-use’ images from 

 Everystockphoto – searches across several ‘free-to-use’ image sites 
 Flickr – The Commons – a large number ‘free-to-use’ images submitted to Flickr 

by institutions around the world 
 FreeFoto.com – FreeFoto claims to be the largest collection of free photographs 

on the Internet 
 ImageAfter – an image collection for commercial or non-commercial use 
 MorgueFile – high-resolution images which are free to use without attribution 
 OpenClipArt  – a free clipart gallery 
 PicFindr – searches across various ‘free-to-use’ image sites simultaneously 
 Stock.xchng – around 400,000 free images submitted by a large community of 

users 
 University of Exeter Digital Collections – an open access repository for images 

and multimedia 
 VADS – a selection of visual art collections comprising over 100,000 images 

freely available and copyright cleared for use in learning, teaching and research 
in the UK 

 Veezzle – a search engine which finds free stock photos from a number of 
websites 

 Xpert  - contains metadata and resources for almost 120,000 learning objects 
including images from over 8000 providers. 

 Wikimedia Commons images is a large collection of ‘free-to-use’ images 
 

 
 
 
9.7)  Further Information 
 
For further information on copyright and licensing in schools, the following links are available: 
 
http://www.copyrightandschools.org/  
https://www.gov.uk/guidance/copyright-licences-information-for-schools  
https://www.cla.co.uk/schools-new  
http://www.bbc.co.uk/schools/copyright/ 
 
  

http://creativecommons.org/
http://search.creativecommons.org/
http://www.everystockphoto.com/
http://www.flickr.com/commons/
http://www.freefoto.com/
http://www.flickr.com/commons/
http://www.morguefile.com/
http://openclipart.org/
http://www.picfindr.com/
http://www.sxc.hu/
http://collections.ex.ac.uk/repository/
http://www.vads.ac.uk/
http://www.veezzle.com/
http://www.nottingham.ac.uk/xpert/attribution/
http://commons.wikimedia.org/wiki/Category:Images
http://www.copyrightandschools.org/
https://www.gov.uk/guidance/copyright-licences-information-for-schools
https://www.cla.co.uk/schools-new
http://www.bbc.co.uk/schools/copyright/
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SECTION TEN: ENVIRONMENTAL REGULATIONS  
 
1) Introduction 
 

The Environmental Information Regulations 2004 (EIR's) came into force on the 1st 
January 2005.  These Regulations give applicants the right of access to information 
held by the Trust which relates to the environment. While the EIR's are similar to the 
Freedom of Information Act 2000, in ensuring applicants have access to information; 
there are important distinctions. 

 
The EIR's allow applicants to request environmental information from public 
authorities, for example the Environment Agency, privatised util ity companies and 
academies. 

 
Academies have a duty under the Regulations to provide advice and assistance to all 
applicants. This duty is enforceable by the Information Commissioner.  

 
A request can be verbal or written, electronic or hardcopy. 

 
A request must usually be answered within 20 working days of receipt, however this 
time period can be extended to 40 working days if the request is complex and/or 
voluminous. 

 
If the Trust receives a request which we believe is too general we will contact the 
applicant as soon as possible, but within the 20 day timescale, to try to determine 
specifically what information the requester would like. 

 
The legislation of the Environmental Information Regulations can be read in full at: 

 
http://www.legislation.gov.uk/uksi/2004/3391/contents/made 

 
The EIR Code of Practice sets out good practice recommendations for public 
authorities to follow in meeting their obligations under the Regulations. This can be 
accessed on the ICO website.  

 
If a member of FRMAT staff receives a request for information under the EIR this 
should be referred to the Central MAT Team who will lead the response in liaison with 
the academy. The lead contact for such requests is: 

 
Alison Brigden, PA to CEO and Director of Business Strategy 
0114 2441842 
enquiries@fiveriversmat.uk 

  

http://www.legislation.gov.uk/uksi/2004/3391/contents/made
mailto:enquiries@fiveriversmat.uk
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SECTION ELEVEN: COMMUNICATION, MANDATORY TRAINING AND 
MONITORING SCHEDULE 
 
 
1) Training & Monitoring 
 
In order to support FRMAT staff to fully understand their responsibilities in relation to Information Governance, the Trust intends to make training 
available in a variety of ways. This may take the form of face to face training, online training and or information giving th rough the Trust’s normal 
channels of communication.  
 
Monitoring and evaluation of the toolkit will be scheduled and distributed to leaders across the Trust. 
 
The following outlines the Trust’s approach to ensuring all staff understand their individual responsibilities , and the monitoring and evaluation 
methods to be established: 
 
 

Subject Targeted 
training 
provided to: 

Method of training / 
communication  

Frequency of 
training / 
communication 

Methods of 
monitoring & 
measuring 
adherence to the 
policy 

Monitoring carried 
out by 

Frequency of 
monitoring 
and evaluation 

Data 
Protection 

All staff Toolkit to be issued to staff 
members and a signed 
declaration of 
understanding is to be 
retained on personnel files 
 
Online awareness course to 
be completed 
 
Certificates of completion to 
be retained on file 

Once (and 
reissued if 
changes are made 
to the policy / 
course content) 

Spot checks: 
 
- Information 

held on file 
- Privacy 

notices 
evident on 
websites 

- Contracts 
- Privacy Impact 

Assessments 
 

Director of Business 
Strategy 
 
Principals / Heads of 
School 

Termly 
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Subject Targeted 
training 
provided to: 

Method of training / 
communication  

Frequency of 
training / 
communication 

Methods of 
monitoring & 
measuring 
adherence to the 
policy 

Monitoring carried 
out by 

Frequency of 
monitoring 
and evaluation 

Number of 
complaints 
 

Records 
Retention 

All staff 
 

Toolkit to be issued to staff 
members and a signed 
declaration of 
understanding is to be 
retained on personnel files 
 
Online awareness course to 
be completed 
 
Certificates of completion to 
be retained on file 

Once  
 
(And re-issued if 
changes are made 
to the policy) 

Spot checks on 
general 
compliance with 
the policy. 

Principals / Heads of 
School 

Annually 

Information 
Security 

All staff Toolkit to be issued to staff 
members and a signed 
declaration of 
understanding is to be 
retained on personnel files 
 
Online awareness course to 
be completed 
 
Certificates of completion to 
be retained on file 

Once  
 
(And re-issued if 
changes are made 
to the policy) 

Spot checks: 
 
- Information 

asset registers 
- Lock screens 
- Clear desks 
- Scanned files 

saved to drive 
- Unclaimed 

printing 
- Risk registers 
 
Monitor number of 
breaches over 
email 

General 
observations by 
MAT central team 
 
Principals and 
Heads of School 

As a matter of 
routine 
 
Full spot checks 
annually 
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Subject Targeted 
training 
provided to: 

Method of training / 
communication  

Frequency of 
training / 
communication 

Methods of 
monitoring & 
measuring 
adherence to the 
policy 

Monitoring carried 
out by 

Frequency of 
monitoring 
and evaluation 

Subject 
Access, 
Freedom of 
Information 
and 
Environmental 
Information 
Regulations 

All Central MAT 
staff 
Principals / 
Heads of School 
Pastoral Teams 
Business, 
Finance & Admin 
staff 
Others as 
deemed 
appropriate by 
the Principal / 
Head of School 

Toolkit to be issued to staff 
members and a signed 
declaration of 
understanding is to be 
retained on personnel files 
 
Not covered in online 
course. 

Once  
 
(And re-issued if 
changes are made 
to the policy) 

Monitoring of 
procedure 
following an FOI 
request (The trust 
should be notified 
of all requests for 
information under 
FOI) 

PA to CEO and 
Director of Business 
Strategy with 
support from central 
MAT team 

Each time an 
FOI request is 
initiated 

Use of CCTV 
in schools 

All staff Toolkit to be issued to staff 
members and a signed 
declaration of 
understanding is to be 
retained on personnel files 
 
Online awareness course to 
be completed 
 
Certificates of completion to 
be retained on file 

Once  
 
(And re-issued if 
changes are made 
to the policy) 

Spot checks to 
ensure CCTV 
warning signs are 
in place 
 
Spot checks on 
academy practice 
with particular 
focus on who is 
viewing CCTV 
footage  

Facilities Manager re 
premises checks 
 
Principals / Heads of 
School re policy in 
practice 

Annually 
 
 
Termly 

Taking 
Photographs in 
schools 

All staff 
 

Toolkit to be issued to staff 
members and a signed 
declaration of 
understanding is to be 
retained on personnel files.  

Once (and re-
issued if changes 
are made to the 
policy) 
 
 

Spot checks on: 
 
- Permission 

slips 
- Pupil 

education 

Principals / Heads of 
School 

Termly 
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Subject Targeted 
training 
provided to: 

Method of training / 
communication  

Frequency of 
training / 
communication 

Methods of 
monitoring & 
measuring 
adherence to the 
policy 

Monitoring carried 
out by 

Frequency of 
monitoring 
and evaluation 

Online awareness course to 
be completed 
 
Certificates of completion to 
be retained on file 
 

 - Permission 
from children 
for work to be 
published 

- Correct 
storage of 
images 

- Checking 
images are 
deleted from 
school devices 

Copyright and 
Licensing 

All staff Toolkit to be issued to staff 
members and a signed 
declaration of 
understanding is to be 
retained on personnel files. 
 
Online awareness course to 
be completed 
 
Certificates of completion to 
be retained on file 

Once (and re-
issued if changes 
are made to the 
policy) 

Spot checks on: 
 
- Use of images 

on academy 
social media 
sites / website 

- Licenses in 
place to cover 
performances 

MAT central team  
 
Principals / Heads of 
School 

As images are 
released and 
before 
performances 
take place 

 
 

 Spot checks should be carried out without prior warning and a written account of the findings recorded and shared with the responsible 
individuals. If any concerns or risks have been identified, these should be shared with the responsible individual and a foll ow up check 
scheduled. Any high level risks of non-compliance must be added to the academy’s risk register which is shared with the MAT Trustees.  
 

 The Director of Business Strategy and Principals / Heads of School may delegate some of their monitoring and evaluation, however they remain 
as the overall responsible lead where stated. 
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2) Responsibilities 
 
2.1)  The Director of Business Strategy is responsible for: 
 

a)  ensuring all central MAT staff (including new staff) and Principals / Heads of School receive appropriate, adequate and timely training 
(as set out above), and 

 
b)  ensuring all members of the central MAT team (including any new starters) have been issued with a copy of the Information Governance 

toolkit and that signed declarations of understanding are kept on file. 
 
 
2.2)  Principals / Heads of School are responsible for: 
 

a) ensuring all academy staff receive appropriate, adequate and timely training (as set out above),  
  
b) ensuring that where staff groups do not receive targeted training, they are made aware of the rules, regulations and guidance pertaining 

to their job role, and 
 
c) ensuring that all new members of staff receive an induction that covers the basics of Information Governance and the appropriate 

mandatory training and development relevant to their job role 
 
 
2.3)  Individual staff members are responsible for: 
 

a) attending or completing the mandatory training as specified in the table above. 
 
 
2.4)  Trustees are responsible for: 
 

a) reviewing the Information Governance Toolkit every two years to account for changes in legislation or guidance, and 
  
b) providing the necessary training and development for the Named Information Governance Trustee to effectively hold senior leaders to 

account.



   
  Version 4 

 

 

88 | P a g e  
 

Five Rivers Multi Academy Trust 
 
Information Governance Toolkit: Declaration of Understanding 
 
 
 
 
To be completed by every staff member within Tinsley Meadows Primary Academy, Abbeyfield 
Primary Academy and the Five Rivers MAT Central Team: 
 
 
I …………………………………………….. (Name) have read and understood the Information 
Governance Toolkit and I agree to adhere to the policies, procedures and regulations within.  
 
 
 
Signed ………………………………………… (Staff member) 
 
 
Date:  ……………………………………. 
 
 
Please sign and return this sheet only after you have read and understood the contents. The 
form should then be submitted to your Principal / Head of School (or Director of Business 
Strategy if you are a member of the central MAT team) to be held on your personnel file.  
 
Thank you. 
 
 
 
 
 
 
 


